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ABSTRACT 16 

 17 

1. Generative artificial intelligence (AI) coding assistants can substantially accelerate research 18 

workflows in ecology, fisheries science, and related quantitative disciplines, but they also 19 

create new pathways for accidental or adversarial disclosure of confidential information. 20 

Researchers in these fields routinely work with legally protected and commercially sensitive 21 

records (e.g., individual-level records, accurate geographic locations, pre-release data), and 22 

even small snippets of code context, console output, comments, or file paths can be 23 

disclosive when transmitted to cloud-hosted large language model (LLM) services.  24 

2. This paper provides a practical guide for researchers and institutions to use LLM-based 25 

coding assistants while maintaining confidentiality. We (i) catalogue common AI integration 26 

points in widely used development environments and R tooling, highlighting features that 27 

may activate or transmit context without obvious user intent; (ii) summarise key data 28 

exposure pathways – intentional sharing, accidental transmission, and adversarial 29 

exploitation such as prompt injection; (iii) propose a four-scenario framework spanning 30 

browser chat, editor autocomplete, agentic assistants, and local models, with increasing 31 

capability and risk; and (iv) offer actionable mitigations centered on a “develop on simulated 32 

data, run on real data” workflow and a complementary two-computer separation strategy.  33 

3. We also introduce the confideR R package, which supports session auditing, risk reminders, 34 

script scanning for sensitive text, and generation of prompt-ready data fingerprints and 35 

simulated datasets.  36 

4. Commercial tools for running LLMs safely are likely to rapidly improve in usability and 37 

capability, but so is the sophistication of malicious attacks. Our recommended approach is 38 

robust to future changes, because it uses simulated data and the physical separation of 39 

confidential data and LLM tools. Together, these recommendations aim to enable responsible 40 

uptake of AI coding assistants in the environmental sciences without compromising data 41 

confidentiality. 42 

 43 

Keywords: artificial intelligence, data governance, information security, agentic AI, 44 

environmental science  45 
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1. INTRODUCTION 46 

 47 

Researchers are increasingly incorporating generative artificial intelligence (AI) in all aspects of 48 

the scientific research process (Andersen et al. 2025, Rafiq et al. 2025). Large language model 49 

(LLM) tools are proving especially valuable, and can assist scientists with brainstorming ideas, 50 

project design, statistical analysis, and code development (Cooper et al. 2024, Gallois et al. 2025, 51 

Brown and Spillias 2026, Brown et al. 2026, Spillias et al. 2026a). LLM-based tools such as 52 

GitHub Copilot and Claude Code are transformative with their ability to quickly and accurately 53 

generate, explain, and debug code (Jiang et al. 2026). But the increasing level of involvement of 54 

AI in research, and the connectivity and complexity of AI systems, increases the risks of 55 

unintended sharing of data (Bommasani et al. 2021, Tang et al. 2025). 56 

 57 

Quantitative ecologists, fisheries scientists, and environmental researchers often work with data 58 

that are legally protected, commercially sensitive, or provided in trust by industry or community 59 

stakeholders (Tulloch et al. 2018, Tomasic 2023, Fox et al. 2025, Wang et al. 2026). Although 60 

specific data types vary across disciplines, most fall into a small number of recurring categories. 61 

Individual-level records are the most commonly protected type, including catch records linked to 62 

vessels or licence holders in fisheries, high-resolution animal tracking records in wildlife 63 

ecology, and individual survey responses protected by research ethics frameworks or statistical 64 

disclosure rules in social and human-dimensions research (e.g., phone surveys of recreational 65 

fishing habits). These also include protected personal information (e.g. contact details).  Location 66 

and spatial data are often considered sensitive data. These can include exact fishing locations 67 

derived from vessel monitoring systems, habitats of endangered species, and the locations of 68 

culturally significant areas. Spatial coarsening and aggregation are sometimes used to help 69 

protect these data. Commercially sensitive information, such as data shared by industry under an 70 

expectation of confidentiality or preliminary assessment and monitoring results, adds a further 71 

layer of obligation. Data breaches, even accidental ones, can have legal and operational 72 

consequences and damage trust with stakeholders. 73 

 74 

The legal basis for this confidentiality varies by jurisdiction and data type, but commonly 75 

includes sector-specific legislation (e.g., the NSW Fisheries Management Act 1994 and the 76 
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Magnuson–Stevens Act in the USA), statistical confidentiality rules (e.g., aggregated data can be 77 

shared or omitted when too few entities exist), and data-sharing agreements between research 78 

institutions and industry or government bodies. Confidentiality expectations can also be informal 79 

rather than statutory, with data providers sharing data under an implied expectation of protection. 80 

An unresolved question is liability when an AI agent, rather than the researcher, performs the 81 

action that discloses the data, a scenario that existing agreements and legislation rarely explore. 82 

 83 

When a researcher uses a cloud-based AI assistant, their input – including code, comments, error 84 

messages, and any data they provide – is typically transmitted to external servers for processing. 85 

A challenge is extracting the benefits from AI tools without transmitting confidential information 86 

(NSA 2024, BSI & ANSSI 2024). This risk is not hypothetical: high-profile incidents of 87 

accidental data exposure through cloud services have occurred across research and government 88 

contexts (e.g. UK Biobank, Devlin and Burgis 2026), and the specific workflows of quantitative 89 

environmental science create several non-obvious exposure pathways that have received little 90 

attention. In the UK Biobank case, approved researchers accidentally published participant data 91 

to public GitHub repositories alongside their code, with takedown notices then served to remove 92 

these data. It was shown that a participant could be reidentified from a birth month and year and 93 

the date of a single surgery (Devlin and Burgis 2026). The risk of accidental data publication 94 

increases with agentic coding tools, which can manage interactions with public data repositories 95 

(Section 3). 96 

 97 

We aim to provide: (1) a practical catalogue of how AI features are integrated into the integrated 98 

development environments (IDEs) and R packages commonly used by environmental 99 

researchers; (2) a summary of data exposure pathways, including intentional sharing, accidental 100 

transmission, and exploitation via prompt injection; (3) a tiered framework of four usage 101 

scenarios with increasing capability and risk; and (4) practical recommendations centered on a 102 

“develop on simulated data, run on real data” workflow, and promoted using the developed 103 

confideR package. Although exposure of confidential information can occur for other research 104 

workflows, e.g. agentic AI edits of manuscripts or spreadsheets, our focus here is on coding 105 

assistants, and the exposure of data through the data analysis process. Much of this advice is 106 
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useful for coding in any language, but R is the focus here given its popularity for ecological 107 

research. 108 

 109 

Box 1. What are LLM-based coding assistants? 

Large language models (LLMs) are AI systems trained on vast quantities of text and code. 

Coding assistants built on LLMs (such as Claude Code) can generate, explain, debug, 

translate, and execute computer code, including in languages common for research scientists, 

e.g. R, Python, Stan, and TMB. Coding assistants range from simple chat interfaces (where 

you paste code and ask questions) to autonomous agents that can read project files, run 

commands, and iteratively develop entire analysis pipelines (e.g. Fig. 1). When a user interacts 

with these tools, the input – including any code, comments, data, or console output you 

provided – is usually transmitted to remote servers for processing. AI models can be run 

locally and do not connect to remote servers, but these models are smaller and can be less 

competent. Also, a local model may still be able to connect to the internet and expose data 

through less obvious pathways. 

 

 

Fig. 1. Example of how a cloud-based AI agent (e.g. Claude Code) contributes to an analysis workflow. 

User- and agent-selected data leaves the local machine and is used by the remote LLM. The iterative 

loop between the local agent process and the remote LLM can lead to accidental transmission of 

confidential information via agent-level decisions regarding what output and context should be sent to 

the LLM. Green arrows show the model’s plans, code, and tool calls arriving at the local machine; the 

red arrow shows agent-selected local content leaving it. 

 110 
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2. HOW AI TOOLS CAN SEE YOUR DATA 111 

 112 

LLM-based AI tools can run locally (i.e. personal servers or PCs), on institution-managed 113 

servers, or on internet-hosted cloud services. The most powerful and widely used tools are 114 

typically cloud-based, meaning that prompt data and uploaded files are transmitted to remote 115 

servers and handled according to the provider's data governance arrangements. Agentic tools can 116 

also expose data that is stored outside an accessible working folder by bypassing these ‘soft’ 117 

access permissions, which are typically instruction-level rather than a technical barrier. The 118 

outcomes of sharing confidential data with a cloud AI are uncertain. While it is generally 119 

unlikely that another user could extract that specific data via direct prompting, it is not 120 

impossible, especially if the data are used in model training or fine-tuning (Carlini et al. 2021, 121 

Sun et al. 2023). Regardless, the data are typically stored outside permitted environments, and 122 

this alone is considered a form of data leakage. Also, some data agreements or legislation may 123 

require data to be stored domestically, which could be violated by the use of cloud-based LLMs. 124 

 125 

2.1. AI TOOLS IN YOUR INTEGRATED DEVELOPMENT ENVIRONMENT (IDE) 126 

 127 

AI coding tools do not need to use an IDE and often are used via the command line (De Masi 128 

2026). But most researchers in the environmental sciences use an IDE, and most issues related to 129 

IDEs can be considered relevant to using the command line. The most common IDEs are 130 

RStudio (Posit Team 2025a) for coding in R, Stan or TMB, and increasingly Positron (Posit 131 

Team 2025b) which includes Python support, and Visual Studio Code (VS Code) for diverse 132 

language support. Each IDE has multiple pathways for integrating AI tools – some requiring 133 

explicit opt-in while others are enabled by default or configurable to start automatically. A 134 

critical concern is that a researcher may be using AI features without realising it, especially when 135 

AI integration is not obvious or connects when the IDE is opened (e.g. enabling the Positron 136 

Assistant without realizing its abilities). Further, a researcher may activate AI assistants in one 137 

project, which can be automatically carried over to other projects. Table 1 catalogues the primary 138 

AI integration points in each IDE. 139 

 140 
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Table 1. Example AI integration points in three common IDEs. * There are many R packages 141 

and IDE tools built for AI integration, some of which are detailed in Table S1 and Table S2.  142 

IDE AI feature What is transmitted Activation not obvious? 

RStudio GitHub Copilot 

autocomplete 

Code in current file, open 

files, comments 

Unlikely, requires explicit 

opt-in 

RStudio chattr* package (chat 

widget) 

Prompts, data frame 

names/structures, file 

paths 

Possible, can auto-connect 

via .Rprofile 

RStudio gptstudio* add-in Selected code, prompts Possible if pre-installed on 

shared workstation 

RStudio gander* inline suggestions Code context around 

cursor 

Low, requires explicit 

activation 

Positron Positron Assistant (chat & 

agent) 

Files, code, console 

history, loaded data, 

session state 

Yes, provides rich context 

by design 

Positron Copilot autocomplete Code in current file, 

nearby files 

Yes, enabled by default 

with Copilot subscription 

Positron Agent mode Can read/write files, 

execute code, run 

commands 

No, requires explicit 

activation 

VS Code GitHub Copilot 

(autocomplete) 

Code in current file, open 

tabs, comments 

Requires explicit setup but 

easy to reengage in 

subsequent projects 

VS Code Agentic assistant (e.g. 

Claude Code) 

Workspace files, terminal 

output, conversation 

Requires explicit setup but 

easy to reengage in 

subsequent projects 

VS Code Cursor / Windsurf / 

Continue.dev 

Varies; generally broad 

workspace access 

Depends on tool 

  143 
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 144 

Box 2. The .Rprofile risk 

Several AI-enabled R packages can be configured to start automatically when you open R, 

using options set in a .Rprofile file. For example, options(.chattr_chat = 

ellmer::chat_anthropic()) will silently establish a connection to Anthropic’s API 

every time R is started. This is easy to overlook or forget, meaning that AI features may be 

active without explicit activation that session. Before working with confidential data, check 

the .Rprofile (run usethis::edit_r_profile() to view it) and remove or 

comment out any AI-related options. Similarly, check RStudio’s Global Options (e.g. if 

Copilot is turned on). The confideR package (see Section 4.5) is designed to encourage this 

process. The same should be done for Positron and VSCode, the latter having a Restricted 

Mode to limit AI connectivity during code exploration (before it is run). 

 145 

 146 

3. PATHWAYS TO DATA EXPOSURE 147 

 148 

We organise data exposure risks into three categories of increasing sophistication: intentional 149 

sharing, accidental transmission, and adversarial exploitation (Table 2; Greshake et al. 2023; 150 

Shayegani et al. 2023). This taxonomy helps researchers understand that the risk spectrum 151 

extends to include threats that may not be obvious. 152 

 153 

Table 2. The three data exposure pathways. 154 

 
Intentional 

sharing 
Accidental transmission 

Adversarial 

exploitation 

Mechanism 
User pastes data or 

uploads files to AI 

AI tool silently sends code context, 

comments, environment metadata, 

pushes data to public GitHub 

repository 

Malicious 

instructions in 

documents trick AI 

into exfiltrating data 

User 

awareness 

High, but 

consequences may 

not be understood 

Low, user may not know what is 

transmitted, or what triggers the 

transmission 

None, attack is 

invisible to user 

Primary 

defence 

Education; use 

simulated data 

Audit IDE settings; use simulated 

data; sandboxing or two-computer 

approach 

Human approval 

turned on; two-

computer approach 
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Who receives 

the data 

AI company/owner 

of the server 

AI company/owner of the server; 

potential for data to be made public 

online via an AI agent’s actions 

Attacker 

 155 

 156 

Intentional data sharing is the most straightforward pathway: a researcher knowingly provides 157 

data to an AI tool. This includes pasting data frames into a browser chat to ask formatting 158 

questions, uploading CSV files to ChatGPT or Claude for analysis, or using R packages like mall 159 

(Table S1) that are designed to process data frame columns through an LLM. The risk is often 160 

underestimated: researchers may not realise that the AI provider stores or processes the data, or 161 

may not consider that even aggregate statistics can be disclosive when combined with other 162 

information. 163 

 164 

Accidental transmission is the primary realistic threat for most researchers. AI tools silently 165 

transmit contextual information like code, comments, console output and environment metadata  166 

to a server. That data may contain confidential information the researcher did not intend to share. 167 

Table 3 details the most common pathways with examples. Agentic tools create an additional risk 168 

of unintended data access, whether because sensitive files were accidentally included in a shared 169 

folder and used by the agent as context, or because the agent reached beyond the files and folders 170 

it was permitted to access. Agentic tools can also publish data on the web, for example via 171 

committing private files to a public GitHub repository (Fig. 2). Agents often execute code 172 

directly in the terminal or with Python. A user who is not familiar with these languages may not 173 

realize the agent is viewing confidential data, even if they have required ‘approve all’ on agent 174 

tool use.   175 

 176 

Adversarial exploitation (e.g. prompt injection) is a more sophisticated threat, particularly 177 

relevant for researchers using AI agents. Prompt injection is when malicious instructions are 178 

hidden inside content that the AI processes, tricking it into taking unintended actions (Greshake 179 

et al.. 2023, Chen et al. 2025). This is the AI equivalent of a phishing attack, but instead of 180 

tricking a human into clicking a link, it tricks the AI into executing hidden commands. Examples 181 

relevant to coding workflows include: hidden instructions in GitHub repository README files 182 

that cause Copilot to modify IDE settings and enable auto-execution of commands without user 183 
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approval; and PDF documents containing invisible text that instruct AI assistants to search for 184 

and exfiltrate confidential files. Recently, a malicious repository faking the popular ‘privacy 185 

filter’ confidentiality tool was downloaded many times (HiddenLayer Research Team, 2026). 186 

 187 

Issues with adversarial and accidental transmission are not necessarily contained to the working 188 

project folder. An AI agent can theoretically navigate anywhere on your computer using terminal 189 

commands. While this is typically well constrained, this capability has led to serious unintended 190 

actions (Tian et al. 2023, Ruan et al. 2024), including a widely reported 2025 incident in which 191 

an agent deleted a company’s production database contrary to explicit instructions (AI Incident 192 

Database 2025). The instructions to agents to restrict their actions to a working folder (e.g. in 193 

AGENTS.md or .ignore files) are prompts that can be bypassed by conflicting or malicious 194 

instruction (Andriushchenko et al. 2025a). Recent work shows that LLM safeguards themselves 195 

can be overridden with relatively simple adaptive prompting (‘jailbreaking’; Andriushchenko et 196 

al. 2025b), which increases the risk that injected instructions will be followed rather than 197 

ignored. Thus, use of agents on your computer without strict and enforced sandboxing and 198 

permission controls poses a risk to any data on that computer.  199 

 200 

4. A FRAMEWORK FOR SAFE AI USE 201 

 202 

This section presents a unified framework integrating both researcher behaviours and technical 203 

tools. First, we summarise behaviours and tools for protecting confidential data (Section 4.1). 204 

Then we discuss the value of using simulated or ‘fingerprint’ data to avoid leakage (4.2), and 205 

more extreme solutions such as using two computers (4.3) or a sandboxed or local environment 206 

(4.4). Then we introduce the confideR R package (4.5), which implements the tool-based 207 

protections for R users, then we cover some existing enterprise and commercial options for 208 

institutions (4.6). Finally, we provide a comparison of general AI use scenarios – ranging from 209 

browser chats to running local LLMs – and their potential for exposing data (4.7).  210 
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Table 3. Some likely pathways for accidental data exposure when using AI tools, with 211 

environmental science examples. 212 

Pathway How it happens Example What is exposed 

Pasting console 

output 
head() or summary() 

output pasted into AI chat 
head(survey_data) showing name = 

“James Smith”, postcode = 2000, vessel_name = 

"FV Doris Bay" 

Individual identifiers, 

location, sensitive 

attributes 

Descriptive 

comments 
In-line comments read by 

AI autocomplete or agent 
# VMS data from Snapper fishery, 

Spencer Gulf 

# Tracking data: white sharks NSW 

Topic, location, time 

period, species, etc. 

Error messages R errors include sensitive 

values, pasted into AI chat 
Error: duplicate key 

'VESSEL_SEALORD_0892' 

Error in merge: 

'site_GPS_threatened_orchid' not 

found 

Real identifiers (e.g. 

names, permit 

numbers, locations, 

etc.) 

File paths Absolute paths in code or 

error output, pasted into 

chat or read by AI agents 

or autocomplete 

setwd(“/home/jsmith/DPIRD/ 

Observer_Gillnet_Sydney/”) 

read.csv("/projects/endangered_sp

ecies/nesting_sites_2025.csv") 

Species, location, 

organisation, etc. 

Automatic file 

indexing 

AI indexes project files 

for faster look-up 

GitHub copilot workspace indexing; Positron AI 

context 

Any file in project 

folder 

Autocomplete 

context 
AI (e.g. Copilot / Posit AI) 

reads open editor tabs and 

console history 

CSV open in IDE tab; console showing 

summary(cpue_data) or 

str(nesting_data) 

Data visible in the 

editor or console at 

time of query 
Packages 

enriching 

prompts 

R package augments 

prompts with session 

context 

chattr included data frame name 

observer_gillnet_2026 in prompt 
Data frame and 

column names, 

potentially values 
.Rprofile auto-

connect 
AI API established silently 

at session startup 
options(.chattr_chat = 

ellmer::chat_anthropic()) in .Rprofile 

All subsequent AI 

interactions routed to 

cloud 
Rendered 

notebooks 
.Rmd or .qmd stores 

output in file 
kable(head(catch_data)) or 

print(site_locations) rendered into 

output 

Any data printed 

during notebook 

development 

Agentic coding – 

model objects 

Agent accesses model 

object which contains raw 

training data 

M1 = glm(Y ~ X1 + X2, data = 

mydata); unloading mydata does not remove 

it from M1$data  

Raw data used to fit a 

model 

Agentic coding – 

repository push 

Agent pushes files to 

public GitHub repository 

Agent pushes project folder containing raw data, 

cached .Rdata, or rendered notebook with real 

values 

Any data within the 

project 

Agentic coding – 

file review 

Agent reads files beyond 

the immediate script to 

gain greater context for its 

actions 

Agent searches within the working directory or 

potentially outside for what it deems required 

additional context. This rarely requires additional 

user permission  

Potentially any file on 

your computer, more 

likely files within the 

current project 

  213 
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 214 

 215 

Fig. 2. Example of an agentic AI coding tool (Claude Code) preparing to commit a data file to 216 

version control. Although the agent correctly seeks approval, accepting the second option ("allow 217 

git add * and git commit for all projects") would grant standing permission to stage and commit 218 

any file, including datasets containing confidential records, without further prompts. This 219 

illustrates the risk of agent tools gaining persistent, broad file access through routine approval 220 

decisions. Working with simulated data eliminates the confidentiality consequences of this risk, 221 

as any file the agent commits contains no real records. 222 

 223 

 224 

4.1. Protection as a combination of behaviours and tools 225 

 226 

Protecting confidential data when using AI requires changes to researcher behaviour and the 227 

deployment of technical tools. Table 4 shows a set of protection approaches organised in this 228 

framing. Each row identifies whether an approach is primarily a behaviour (requiring researcher 229 

action), a tool (enforced by software), or both; which of the three threat pathways it addresses; 230 
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which usage scenario it applies to; and whether the confideR package implements it. The four 231 

scenarios for using AI coding tools with confidential data (Table 5) range from lowest risk and 232 

simplest setup (browser chat) to highest capability with maximum protection with limited data 233 

transmission (local model).  234 

 235 

4.2. Simulated and fingerprint data strategy 236 

 237 

The core recommendation of this paper is that when using AI we only reveal simulated or 238 

summarised data, a process known as ‘data masking’ (Australian Cyber Security Centre, 2025). 239 

Provided that the simulated data accurately represents the structure of the data, it will be valuable 240 

to an AI assistant. These data can be a simulated set of observation-level data (i.e. a dataset 241 

suitable for analysis) or a fingerprint (i.e. summary or schema) representing the structure of the 242 

data (number of variables, data types and ranges, etc.). A fingerprint is useful for getting advice 243 

on topics such as model structure, whereas simulated data can also be used to fit models. The 244 

challenge with simulated data is ensuring representativeness as well as adequate masking of 245 

sensitive data. Some data features may be more difficult to simulate, e.g. zero inflation or 246 

correlation among variables, so allowing some generality in prompts to AI, and using detailed 247 

diagnostics, are useful ways to encourage accurate analysis of the raw data. Simulated or 248 

summarised data derived from confidential data should themselves be checked for remaining 249 

disclosive detail before they are shared (see Recommendation 7, Section 5). 250 

 251 

Removing sensitive information from data will typically include removing or renaming personal 252 

information (e.g. in fisheries, captain or vessel names), and likely simulating continuous 253 

variables (e.g. in fisheries, catch and fishing effort) with realistic statistical properties, e.g. 254 

rnorm(). Additional masking is achieved by changing variable names or levels to nondescript 255 

placeholders, e.g. “Variable_1”, “Species_A”, to reduce the interpretability of shared data. 256 

Geographic data revealing precise locations (e.g. in fisheries, individual fishing events) is often 257 

considered confidential, so these can be coarsened to an acceptable spatial resolution (or jittered 258 

by a random amount from an adequate range), as can the date of observation. Matched 259 

environmental data (e.g. sea surface temperature or depth) should also be jittered to avoid any 260 

reconstruction of location. The confideR package provides tools to create prompt-ready 261 
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fingerprints and simulated data (Section 4.5). Other packages potentially useful for data 262 

generation, sensitive data detection, or data masking include: FakeDataR (Ahmed 2025) which is 263 

designed for LLM workflows, synthpop (Nowok et al. 2016), deident (Cook et al. 2024), 264 

SecretSentry (python; Jilani 2025), and llmshieldr (operates during LLM interactions; 265 

Chakraborty 2026). 266 

 267 

The full ‘develop on fake, run on real’ workflow (Table 4) is to: 1) create realistic simulated data, 268 

or create a detailed fingerprint; 2) use AI assistance to develop the analysis and code using only 269 

the simulated data; 3) transfer this code to a secure environment (e.g. IDE with AI disabled, or a 270 

separate computer); 4) run the code using the real data, and without AI assistance; 5) if bugs arise 271 

when using the real data, use these to update the simulated data or report errors to the AI 272 

provided that no real data are also reported. 273 

 274 

4.3. Physical separation strategy 275 

 276 

Physical separation is an extreme strategy to avoid exposure of confidential data by any route, 277 

and especially useful when using AI agents. One machine is secure and AI-free and optionally 278 

disconnected from the internet; this machine is used for loading and manipulating the raw data. A 279 

second machine is the workshop and used for AI-assisted analysis; this machine has no access to 280 

the raw data. The second machine can be a cloud workspace rather than a physical computer. The 281 

secure machine holds the raw data, generates clean data fingerprints or simulated versions to 282 

send to the workshop computer, and runs the final analysis. This physical separation ensures that 283 

even unrestricted access by an AI agent cannot leak confidential data. It is also a neat solution for 284 

users who want an extremely effective but low-tech strategy. A limitation to this strategy is the 285 

ever-increasing integration of AI tools in standard software, which may present a challenge to 286 

creating a truly AI-free computer; although disconnecting the first computer from the internet 287 

during data manipulation can help address this.  288 
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Table 4. Some protection approaches for confidential data, organised by type (behaviour, tool, or both), threat pathway addressed, and 289 

implementation. B = behaviour (researcher action required); T = tool (software-enforced); B+T = both. Threat types: Intentional = 290 

deliberate sharing; Accidental = silent transmission; Adversarial = prompt injection. confideR functions (Section 4.5) assume 291 

confidential_mode_on() has been called. * optional sandboxing layer. 292 

Protection approach Type 
Threat 

addressed 

Scenarios 

(Table 5) 
confideR function Notes 

Never paste real data into AI chat B Intentional 1–4 
audit_session()warns if AI is 

active 
Fundamental protection 

Use simulated data for development 

('develop on fake, run on real') 
B+T 

Intentional, 

Accidental 
1–4 

simulate_data(), 

simulate_from_fingerprint() 
Fundamental protection; see Section 4.2 

Summarise data structure for AI; no 

raw values 
T Intentional 1–3 

fingerprint(), 

format_for_prompt() 

Provides AI with data schema only; extreme 

values and sensitive variable names redacted 

Two-computer separation B All three 1–4  
Strongest practical protection; see Section 

4.3 

Clear AI API keys before data work B+T Accidental 1–4 
confidential_mode_on()backs 

up and clears keys 

Keys restored automatically by 

confidential_mode_off() 

Don’t load AI packages while real 

data is loaded 
T Accidental 1–4 

confidential_mode_on()installs 

package hook to block some 

packages 

Prevents library(chattr), 

library(mall) etc. silently loading 

Audit IDE and .Rprofile for 

active AI 
B+T Accidental 1–4 

audit_session(), 

audit_rprofile(), 
audit_env_keys() 

Checks RStudio Copilot, Positron Assistant, 

.Renviron keys, VSCode extensions, etc 

Scan scripts before sharing or 

pasting 
B+T 

Accidental, 

Intentional 
1–3 

scan_script(), 
check_notebook_outputs() 

Detects sensitive variable names, file paths, 

head()calls in code, etc 

Close data file tabs; clear console 

before using autocomplete 
B Accidental 2  

Prevents Copilot/Positron reading open files 

or console output 

Use generic comments while AI 

tools are active 
B Accidental 2–3 

scan_script()flags descriptive 

comments 

Comments are transmitted as context by all 

autocomplete tools 

Container-based encryption T 
Accidental, 

Adversarial 
1–4  

Data stored in encrypted locations when AI 

agents are active  

Pre-filter text for sensitive info 

before cloud submission; ‘prompt 

filtering’ 

T Intentional 1–2  
External: OpenAI Privacy Filter (text only, 

not attached files); Microsoft Presidio 
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Use local model; disconnect 

internet 
B+T Intentional 4  

External: e.g. Ollama (Llama, Qwen, 

DeepSeek); eliminates transmission risk 

Use enterprise-tier AI subscription T Intentional 1–3  

External: Microsoft 365 Copilot Enterprise 

Data Protection, Claude Code with Zero 

Data Retention, AWS Bedrock; companies 

state that (some) data not used for model 

training 

Enable security features in agent-

able IDEs, e.g. Restricted Mode in 

VS Code; ‘assistant.aiExcludes’ 

setting in Positron to exclude 

certain file types, e.g. "*.csv" 

T 
Accidental, 

Adversarial 
3  

Numerous features exist to avoid malicious 

code and unwanted agent actions; download 

only trusted extensions 

Enable human approval for all 

agent actions, and leave this option 

on 

B+T 
Accidental, 

Adversarial 
3  

Avoids unwanted file access; blocks prompt 

injection attacks from executing file access 

or commands without review 

Sandbox AI agent to specific 

directories 
T 

Adversarial, 

Accidental 
3*, 4*  

External: Docker (--network=none, explicit 

volume mounts) or virtual machine 

 293 
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4.4 Local LLMs and Sandboxing 294 

 295 

The software equivalent of the ‘two computer’ solution is to run local LLMs in a sandboxed 296 

execution environment. Local LLMs and sandboxes address different links in the exposure chain. 297 

A local model controls where data are transmitted, whereas a sandbox controls what an executing 298 

agent can read, write, and contact – and they can be adopted independently or together.  299 

 300 

A local LLM is a downloaded model run entirely on local hardware (e.g. via Ollama, LM Studio, 301 

or llama.cpp), with the capability that prompts, code context, and any data values can remain 302 

entirely on the researcher's machine. The downsides of local LLMs are substantial hardware 303 

requirements (large VRAM or unified memory) and trade-offs in model capability. Open-weight 304 

models (freely available LLMs) typically have fewer parameters than frontier models, so encode 305 

smaller amounts of knowledge and may be less effective at complex tool use, reasoning, and 306 

planning. Local LLMs are often quantised, meaning that model weights are rounded to save 307 

memory, improving their speed of inference. Moderate quantisation (e.g. 4-bit) typically 308 

sacrifices little accuracy, but aggressive quantisation noticeably degrades performance. Despite 309 

these limitations, local LLMs can still provide useful research assistance, including for 310 

ecological modelling tasks (Spillias et al. 2026b). Hardware requirements increase with model 311 

size, ranging from models that can run on laptops or consumer GPUs to larger models that 312 

require specialised workstations or multi-GPU servers, with four broad classes emerging (Table 313 

S3). Consequently, not all open-weight models are practical for local deployment by individual 314 

researchers. In general, larger models provide stronger coding, reasoning, and agentic 315 

capabilities, although performance differences depend on both model architecture and task. For 316 

many research coding workflows, mid-sized local models can provide a useful balance between 317 

capability, cost, and confidentiality. We stress that ‘local’ describes a configuration rather than a 318 

category of software: local LLM interfaces may still contact the internet for update checks, 319 

model downloads, telemetry, or web-searches. Verifying that inference is done offline, by 320 

disabling network access (see Scenario 4 in Table 5), is more reliable than trusting application 321 

settings. 322 

 323 
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A sandbox is a controlled execution environment that isolates software from the host system and 324 

restricts its access to resources such as files, networks, and system processes. Sandboxes are 325 

typically implemented using technologies such as containers (e.g. Docker), virtual machines, or 326 

other isolation mechanisms. Containers provide lightweight isolation by sharing the host kernel 327 

while constraining filesystem and process access, whereas virtual machines provide stronger 328 

isolation by emulating separate operating systems. In terms of LLM agents, a sandbox limits 329 

what the agent can execute, what files it can access, and whether it can communicate externally. 330 

For example, filesystem access can be restricted to a specific working directory, and network 331 

access can be disabled. A well-configured agent sandbox follows a few simple rules: mount only 332 

the project folder into the sandbox, never a home directory; keep credential stores outside it; 333 

disable outbound network access (e.g. Docker’s --network=none) or restrict it to the model 334 

provider’s endpoint; and treat the environment as temporary, so that nothing sensitive 335 

accumulates in it. In a simulated-data workflow (Section 4.2), the sandbox holds only simulated 336 

data and become a second layer of defence. 337 

 338 

Sandboxing reduces but does not eliminate risk (Marchand et al. 2026), and even well-resourced 339 

users cannot treat isolation as absolute (OpenAI 2026a). A sandbox bounds risk rather than 340 

eliminates it, and an agent that escapes a sandbox containing only simulated data has nothing 341 

confidential to leak. If the sandboxed environment contains sensitive data (e.g. the working 342 

directory is mounted into the container), that data remains exposed to any cloud-connected 343 

component of the tool. Setup complexity is a limiting factor to uptake by researchers. 344 

Configuring local LLM infrastructure or sandboxes requires skills that are outside the typical 345 

training of environmental scientists, and misconfigured environments may allow unintended data 346 

access or network communication. Sandboxing tools are developing quickly (e.g. NVIDIA 347 

2026), and leading AI providers are beginning to integrate sandboxes into their LLM agents. 348 

Improvements in this software should make sandboxes more accessible to a broader range of 349 

computer users.  350 

 351 

4.5. The confideR package  352 

 353 
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We have created an R package confideR (https://github.com/smithja16/confider) to encourage 354 

safe data handling of AI-capable IDEs. The intention is that confideR is loaded at the start of any 355 

coding session to identify risks and provide reminders before confidential data are loaded (Fig. 356 

3). It has four main features: 1) identify initial connectivity risks and provide reminders, 2) 357 

restrict the loading of R packages that enable risky AI features, 3) scan scripts for potentially 358 

sensitive text, and 4) generate safe fingerprints and simulated data that can be shared with an AI 359 

based on the confidential data which cannot be shared. confideR complements rather than 360 

competes with data-synthesis and anonymisation packages (Section 4.2) – those generate or 361 

transform data, whereas confideR audits the session and IDE environment in which AI tools 362 

operate. This package cannot detect all connections, especially for IDEs other than RStudio, so it 363 

provides an additional layer of support and encourages constant consideration of data exposure. 364 

Researchers using other coding languages such as Python can still use confideR (in an R 365 

terminal) to evaluate some IDE-specific risks, but must also rely more on manual checking to 366 

ensure confidential data are protected. Because the catalogues of AI integration points (Tables 1, 367 

S1 and S2) date quickly, we will maintain updated versions in the confideR repository, with the 368 

paper detailing the stable principles. 369 

 370 

4.6. Enterprise and commercial protection tools 371 

 372 

Beyond the individual-researcher tools described above, institutional and commercial options 373 

exist that address data exposure through contractual or architectural means. These are 374 

complementary to, not substitutes for, the personal and behavioural protections in Table 4. A 375 

common example is Microsoft 365 Copilot Enterprise Data Protection (EDP), which processes 376 

prompts and responses within an organisation's service boundary. EDP provides a contractually 377 

backed assurance that Copilot usage will not expose data externally or contribute to model 378 

training. This may not be sufficient protection in all cases, and researchers will often need to use 379 

tools other than Copilot. A recent example of increasing commercial protection is OpenAI’s 380 

Privacy Filter (OpenAI 2026b). This is an open-weight, locally-runnable model designed to 381 

detect and redact personally identifiable information (PII) in text before it is submitted to a cloud 382 

AI service. This is a neat solution for PII, but may be difficult to verify, currently works only on 383 

unstructured text (not attachments or CSV data), and the PII detection may not automatically  384 
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 385 

Fig. 3. Example reporting from the audit_session() function from confideR. The VS Code 386 

IDE was detected, as were signs of agent attachment, and a risky R package was loaded. This 387 

resulted in a RED rating, indicating user attention is needed before loading sensitive data. 388 

 389 

 390 

cover sector-specific labels (e.g. vessel licence numbers, species names), and will not mask 391 

variables such as geographic coordinates. 392 

 393 

Confidential data may also be subject to data sovereignty obligations, meaning that the LLM 394 

used for inference must occur within a specific jurisdiction. This can constrain which model a 395 

researcher is permitted to use, and lead to less capable models being used in order to process data 396 

inside a compliance boundary. Numerous cloud providers offer useful enterprise protections, but 397 
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these require organizational contracts, apply only when configured correctly, and still may not 398 

protect from adversarial data leakage. These kinds of tools will continue to develop quickly, but 399 

the burden for protecting confidentiality will still typically remain with the researcher, which 400 

highlights the value of simple fundamental approaches such as isolating confidential data from 401 

the entire AI process. 402 

 403 

4.7. Scenario examples 404 

 405 

In Table 5 we provide a comparison of four likely usage scenarios, including what data is 406 

transmitted, whether the AI can access files or run commands, prompt injection risk, setup 407 

difficulty, and key protections. The protection approaches in Table 4 apply across scenarios; this 408 

table shows how they are prioritised within specific scenarios. Most researchers can work safely 409 

at Scenario 1 or 2 for small to medium tasks. Note that the ordering reflects what each tool 410 

transmits by default, not how researchers behave: browser chat is technically the least exposed, 411 

but it is also where researchers most readily paste raw data, so the intentional-sharing pathway 412 

(Section 3) is most active in the first scenario. 413 

 414 

The following are examples of safe AI use for each of the four scenarios. These are not 415 

prescriptive but demonstrate one possible approach: 416 

• Browser chat: 1) Researcher (Res) wants modelling assistance and code; 2) Res generates a 417 

data summary free of sensitive information and posts it with their prompt into a browser 418 

chatbot; 3) Res copies analysis code from chatbot and pastes into IDE, then runs code on the 419 

raw data; 4) Conversation with chatbot can continue for error-checking etc. but prompts 420 

never include sensitive information. 421 

• IDE autocomplete: 1) Res has GitHub Copilot subscription and installs it in RStudio; 2) Res 422 

starts a new session, ensuring RStudio is free of open data tabs and working directory free of 423 

sensitive file paths or names; 3) Res starts a script with commented analysis goals and 424 

accepts (or not) code suggestions; 4) Res never adds comments containing sensitive 425 

information; 5) Res turns GitHub Copilot off in settings before loading and analysing raw 426 

data. 427 
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• AI agent: 1) Res wants to refactor existing code to improve readability and update methods; 428 

2) Res has a Claude subscription and downloads the Claude Code extension for VS Code; 3) 429 

Res uses confidential data to simulate realistic fake data then removes confidential data from 430 

this computer; 4) Res opens VS Code and Claude Code extension, sets a new clean working 431 

directory, and prompts for required tasks, including testing code on fake data; 5) User ensures 432 

every local agent action is manually approved and avoids “don’t ask again” approvals. 6) Res 433 

closes VS Code, then tests new scripts on reinstalled confidential data. 434 

• Local model: 1) Res wants chatbot assistance directly on confidential data, so finds a 435 

machine with sufficient memory to load a local LLM; 2) Res downloads an interface (e.g. 436 

LM Studio) and suitable local LLM (e.g. Qwen3.6-27B); 3) Res disconnects internet to 437 

ensure no accidental leakage; 4) Res pastes prompts including raw data into LM Studio 438 

interface; 5) Res runs code in separate IDE and continues chatbot conversation if necessary; 439 

6) Res ensures chat logs, backups, clipboard etc. are sanitized before connecting to internet. 440 

 441 

 442 

Table 5. Four general scenarios of how AI coding tools might interact with confidential data. 443 

*Scenarios 3 and 4 can optionally be run in a sandbox (e.g. Docker container or virtual machine) 444 

as an additional protection layer; this adds technical complexity but not the fundamental data 445 

transmission behaviour.  446 

 1. Browser chat 
2. IDE 

autocomplete 
3. AI Agent* 4. Local model* 

What it is 
Copy-paste between 

chatbot and IDE 

AI code suggestions 

as you type 

AI reads files, runs 

commands 

Model stored on local 

computer, no internet 

required, can include 

agentic AI 

Data 

transmitted 

to cloud 

Only what you paste 
Code context from 

open files 

Workspace files, 

commands, 

conversation 

Usually nothing; but 

lack of sensitive data 

in outputs (e.g. .md or 

.html files) needs 

checking, as does 

lack of network 

connectivity 

AI accesses 

files? 
No Open tabs only Yes, with permission 

Yes if agentic, but on 

local machine 

AI runs 

commands? 
No No Yes, with permission 

Yes if agentic, but 

sealed 
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Injection 

risk 
Very low Low High 

Low–Moderate; 

injection can mislead 

a local agent, but 

offline operation 

stops data leakage 

Setup 

difficulty 
None Extension install 

Extension install; can 

require command line 

experience 

Interface install, LLM 

download, configure 

local/private use 

Best for 

Quick questions, 

learning, generating 

code chunks 

Day-to-day coding 
Complex multi-file 

development 

Privacy-sensitive 

work on any project; 

specific tasks suited 

to smaller models 

Key 

protections 

Don’t paste real data; 

paste clean data 

summaries or 

simulated data 

Close data tabs; use 

generic in-line 

comments; ensure 

agentic capabilities 

switched off 

Use simulated data; 

approval of file 

changes turned on 

Use local model; 

disconnect internet; 

optionally use 

simulated data 

 447 

 448 

5. DISCUSSION AND RECOMMENDATIONS 449 

 450 

AI software is developing and being integrated into consumer software faster than security 451 

protections are keeping up. While many researchers and organisations are enthusiastic about the 452 

opportunities that AI presents, there is limited advice on how to protect sensitive data. We hope 453 

our guidelines can contribute to better educating researchers so they can prevent leakage of 454 

sensitive data.  455 

 456 

We provide several recommendations for researchers, research communities, and institutions:  457 

1. Adopt "develop on simulated data, run on real data" as the default workflow for sensitive 458 

data; it is robust to changes in tools and attacks because confidential data never enters the 459 

AI process; 460 

2. Know and regularly audit the processing and coding environments for their AI integration 461 

(IDE settings, .Rprofile, API keys); 462 

3. Keep human approval enabled for all agent actions and never grant standing permissions, 463 

unless in a secure environment (e.g. a sandboxed workspace); 464 

4. Institutions should provide training on AI tool and their data-exposure pathways rather 465 

than rely on blanket bans, which encourage unmanaged "shadow AI" use; and consider 466 
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hiring specialised data managers to remove some of the responsibility for data protection 467 

from researchers; 468 

5. Provide sanctioned infrastructure, e.g. enterprise/zero-data-retention agreements, 469 

sandboxed workspaces, or local-model servers, so researchers aren't left to improvise; 470 

6. Consider updating data-sharing agreements to state explicitly whether and how AI tools 471 

may be used with the provided data; 472 

7. Researchers could focus on developing better tools and norms for simulating ecological 473 

data with realistic properties (zero inflation, spatial and temporal correlation) plus 474 

disclosure checks to verify the data contain no remaining sensitive information. 475 

8. A layered approach to data protection is effective: combining policy controls, security 476 

checks, restricted permissions, and data simulation and masking provides multiple 477 

opportunities to prevent or detect leakage. 478 

 479 

 480 

Notice of generative AI use 481 

AI tools played a supporting role in this work. Copilot (GPT 5.4) and Claude (Sonnet 4.6) 482 
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Claude Code (in VS Code) supported development of the confideR R package, working from 484 
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as is responsibility for both the article and the R package. 487 
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Supporting Information 652 

 653 

A growing ecosystem of R packages includes AI functionality that can transmit data to external 654 

servers. In Table S1 we catalogue the most widely used packages with their data transmission 655 

behaviour. Of particular concern for analysis of confidential data are packages like chattr, which 656 

automatically enriches prompts with data frame names and structures from the R environment, 657 

and mall, which is designed to process data frame columns through an LLM and thus transmit 658 

actual data values. 659 

 660 

In Table S2 we summarise the AI tools available in the three IDEs most commonly used by 661 

environmental research scientists (RStudio, Positron, VS Code). The landscape of IDE-662 

embedded AI tools is changing rapidly, and the AI risk landscape in a typical researcher's IDE is 663 

substantially more complex in 2026 than it was in 2024. A key limitation of automated protection 664 

(e.g. by confideR) is that IDE-level AI features are managed by the IDE itself and are largely 665 

opaque to R-based tools. For RStudio, the rstudioapi package allows partial inspection of 666 

settings. For Positron and VSCode, confideR can detect only indirect signs (environment 667 

variables, loaded R packages). This makes manual verification especially important. 668 

 669 

 670 

Table S1. Some R packages that include AI features.  671 

Package What it does What it sends externally Risk level 

ellmer Core R interface to LLMs 

(Claude, GPT, Gemini, Ollama) 

Whatever you include in 

prompts; tool calls can access 

R environment 

Depends on use 

chattr Chat interface in RStudio 

Viewer; auto-enriches prompts 

Prompt text + data frame 

names/structures + file paths 

Medium–high 

gptstudio RStudio add-in for chat, code 

commenting 

Selected code and prompts Medium 

gander Inline code suggestions via 

keyboard shortcut 

Code context around cursor Medium 

mall Row-wise LLM operations on 

data frame columns 

Actual data values from your 

data frame 

High 

btw Assembles R session context for 

LLM prompts 

Data frame descriptions, 

package info, session state 

Medium 

side Full AI assistant in RStudio 

sidebar; reads/writes files 

Broad access to files and R 

environment 

High 

rollama / 

ollamar 

Interface to local models via 

Ollama 

Nothing, all processing is 

local 

Low 
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Table S2. Comparison of some AI coding assistant tools available in RStudio, Positron, and VS 672 

Code, categorised by the scope of assistance and data transmitted to external servers, and some 673 

notes on privacy protections. ‘Access scope’ is numbered to indicate extent of access (1 = least 674 

access; reads currently open file; 8 = most access; agent can read/write files and run shell 675 

commands). Note that the same tool (e.g. GitHub Copilot) can behave differently depending on 676 

the IDE. Also note that a tool’s features and access often change and are sometimes opaque. 677 

Tool Type Access scope Activation Notes 

RStudio 

GitHub Copilot Chat and 

autocomplete 

2: Active file and 

metadata 

Activate in Global 

Options; once 

activated will start 

on open 

Enterprise tier: 

no-training 

policy; detectable 

by confideR 

Posit Next Edit 

Suggestions 

Autocomplete 2: Active file and 

metadata 

Once enabled 

always operates in 

background  

Paid subscription; 

Zero Data 

Retention (ZDR) 

agreement with 

Anthropic; runs 

through managed 

Posit AI service 

Posit Assistant Chat and Agent 5: Session and 

data contents 

Once enabled is 

loaded in the 

background every 

session 

Same as above 

Positron 

GitHub Copilot Chat and 

autocomplete 

4: Session and 

data structures 

Enabled by 

default if signed 

in; see Extensions 

> Settings 

Enterprise tier: 

no-training 

policy; partially 

detectable by 

confideR; higher 

risk than RStudio 

due to broader 

context 

Posit Assistant Chat, 

autocomplete, and 

Agent 

5: Session and 

data contents 

7: Autonomous in 

session execution 

Extension must be 

installed; once 

enabled is loaded 

in the background 

every session 

Runs through 

managed Posit AI 

service; replaces 

Positron Assistant 

and Databot 

VS Code 
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GitHub Copilot Chat and 

autocomplete and 

Agent 

8: Autonomous 

filesystem and 

shell (agent 

mode) 

Enabled by 

default when 

signed in; 

configurable per 

workspace 

Enterprise tier 

offers some 

protection 

Claude Code Chat and Agent 

(CLI) 

8: Autonomous 

filesystem and 

shell 

Manual; invoked 

per task 

Default API: 30-

day data retention, 

opt-out of training 

available; 

Enterprise API: 

ZDR available 

Continue.dev Chat and 

autocomplete and 

Agent 

1: Active file to 6: 

Full codebase – 

configurable 

Manual; configure 

model in settings 

Bring your own 

API key; can run 

local models 

which offer 

ultimate privacy 

Codex Chat and Agent 

(CLI) 

8: Autonomous 

filesystem and 

shell 

Manual; invoked 

per task 

OpenAI API 

policies 

Codeium Chat and 

autocomplete 

3: Session context Install extension; 

activate once 

Enterprise tier 

with data 

residency options; 

free tier has 

limited 

contractual 

protections 

Cursor Chat and 

autocomplete and 

Agent (VS Code 

fork) 

8: Autonomous 

filesystem and 

shell 

Install as separate 

application; 

enabled by default 

Privacy Mode 

(code not stored 

on servers) 

  678 
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Table S3. Open-weight model classes, the hardware required to run them locally, the usable 679 

context window in that memory, and coding capability on a single common benchmark, SWE-680 

bench Verified (% of 500 real GitHub issues resolved; accessed 13 August 2026). Weight storage 681 

is approximate at 4-bit quantisation (about 0.5 bytes per parameter); the context column is the 682 

window that fits in the remaining memory with the key-value cache at reduced precision. Scores: 683 

[I] independent multi-model harness (vals.ai); [L] official SWE-bench leaderboard submission; 684 

[V] vendor-reported; [R] community reproduction. Note that scores do not rise monotonically 685 

with total parameters: the 30-billion dense models here match or beat the 120-billion mixture-of-686 

experts models, which activate only 10–13 billion parameters per token. Named models are 687 

examples of their class, not recommendations, and entries will shift within months. 688 

Model class 
Weights 

at 4-bit 
Hardware 

Usable context 

(approx.) 
Example model Scores – 

SWE-bench Verified (%) 
Small (9–30B 

total, ≤4B 

active) 
~5–16 GB 

Laptop or 16 GB 

GPU 
~32–64K tokens 

GLM-4.7-Flash (30B-A3B): 

59.2 [V] 

GPT-OSS-20B: 34.0 [R] 

~30B dense ~15 GB 
Single workstation 

GPU, 24–32 GB 

~128K tokens 

(measured: 131K 

in 32 GB) 

Meta Muse Glimmer 30B: 

76.0 [L] 

Qwen3.5-27B: 72.4 [L] 

~120B MoE 

(10–13B 

active) 
~60 GB 

Unified-memory 

desktop, 128 GB 

(e.g. NVIDIA 

DGX Spark) 

~256K tokens 

(measured: 262K 

in 121 GB) 

Qwen3.5-122B-A10B: 72.0 

[L] 

NVIDIA Nemotron 3 Super 

(120B-A12B): 60.5 [V] 

poolside Laguna S 2.1 

(118B-A8B): not published 

Very large 

MoE (700B–

2.8T) 

~0.4–1.4 

TB 

Multi-GPU server 

or rack; not a 

deskside option 

Model maximum 

(256K–1M); 

memory is not the 

binding constraint 

Moonshot Kimi K3 (2.8T-

A104B): 93.4 [I] 

DeepSeek V4 Pro: 80.6 [V] 

Frontier 

proprietary 

(reference) 

n/a (cloud 

only) 
Provider 

infrastructure 
Provider-set 

(200K–1M) 
GPT-5.6 Sol: 96.2 [I] 

Claude Fable 5: 95.0 [I] 

 689 


