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Abstract

Wildlife and Environmental Crime (WEC) describes illegal activities that threaten biodiversity and harm the environ-
ment. In recent years, deep learning (DL) has shown strong potential in combating WEC by learning complex patterns
in data through the extraction of high-dimensional features. DL also offers powerful capabilities for prediction, classifi-
cation, and object tracking, and has become an increasingly valuable tool in conservation efforts. This paper provides
a comprehensive review of recent advances in DL implementations to combat WEC. We introduce a new taxonomy
that identifies key intervention points across four contexts: field (observations in natural ecosystems); records (adminis-
trative and legal data); physical (specimens in laboratories, markets, and enforcement facilities); and online platforms.
Moreover, we review existing DL-based applications for WEC prevention and discuss key opportunities, as well as the
remaining challenges. Finally, we outline future research directions that may enable more robust DL-based approaches
to combat WEC.
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1. Introduction

Wildlife and Environmental Crime (WEC) describes
the set of illicit activities that exploit or damage natural
resources, ranging from animal trafficking to resource theft
and habitat destruction [5]. This poses a huge risk to en-
vironmental security, biodiversity, and human wellbeing,
including detrimental effects on ecosystem services and
the introduction of invasive species and disease [20]. The
main motivations of criminal actors vary, but they most
commonly include financial gain and the maintenance of
certain lifestyles, status, and identity [57]. According to
a recent report, WEC is among the most lucrative illicit
markets, generating approximately USD 110 to 281 bil-
lion in criminal gains annuallyﬂ Authorities work hard
to prosecute offenders and implement preventive measures
to safeguard future biodiversity and environmental assets.
Several traditional approaches have been used to tackle
these issues, from conducting border inspections to combat
wildlife trafficking to manually monitoring wildlife habi-
tats or digital spaces to detect illegal activities [84} [129].
However, the growing volume of items to be inspected and
data to be analyzed makes traditional and manual labor
challenging and difficult to sustain in combating WEC.
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As challenges for combating WEC grow in scale and
complexity, artificial intelligence (AI) has emerged as a
powerful potential tool for understanding and addressing
them. Traditional machine learning (ML) techniques, such
as Support Vector Machines (SVMs) [124] and Bayesian
models [82], have long been used to address conservation
problems [62] [T7]. However, recent advances in deep learn-
ing (DL), a specialized branch of ML that uses deep multi-
layered neural networks [1111, [99], have changed how com-
plex tasks are approached, including the task of combating
WEC [I13| 8I]. When highlighting the difference between
ML and DL, one important concept is how they handle
features in data [68]. In classical ML, experts often se-
lect or design features, such as size, color, shape, or struc-
tured columns, and the model then learns patterns based
on these inputs. This can make the process easier to un-
derstand and control. In DL, the model can work directly
with raw data, such as images, text, or audio, and auto-
matically learn useful representations by building patterns
from simple to complex ones. This makes DL particularly
effective for high-dimensional and complex unstructured
data, where it has often achieved strong performance com-
pared with classical ML methods. In addition, foundation
models (FMs) [106], 119], a subset of DL pre-trained on
massive, diverse datasets using self-supervised or unsuper-
vised learning, have been particularly impactful. These
modern DL techniques have demonstrated strong perfor-
mance across a range of applications, from species clas-
sification [97] and animal tracking [9] to hotspot predic-
tion [I32], making them a promising tool for strengthening
current and future efforts to tackle WEC.
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Although modern DL techniques are increasingly ap-
plied to combat various types of crime, a limited num-
ber of surveys have systematically summarized recent ad-
vances and open challenges from a crime-focused perspec-
tive. Several existing survey papers have addressed related
aspects of this domain, but they do not fully examine
how DL can support WEC detection, investigation, and
enforcement across different intervention points. For in-
stance, Tuia et al. [126] provided a comprehensive review
of machine learning and DL models across diverse data
sources, ranging from mobile to stationary sensors. How-
ever, their work lacks a deeper analysis of the role of DL
outside natural habitats, such as in controlled laboratory
environments or across online and digital spaces. Lamba
et al. [66] presented an extensive overview of DL appli-
cations and discussed key challenges in real-world deploy-
ment. Although the survey explained the end-to-end DL
workflow in detail, it was published before the emergence
of powerful FMs that leverage large-scale pre-training across
multiple modalities. A recent review by Obisa et al. [95]
discussed the use of AI, ML, and DL for detecting wildlife.
Although it covered newer deep-learning models, its scope
was mainly limited to wildlife-conservation tasks, such as
animal monitoring. It did not specifically address WEC
or examine the human actors involved in different crime
types.

Other related surveys fall outside WEC’s specific scope,
as they primarily focus on wildlife management, human—
wildlife interactions, or general environmental monitoring
rather than crime-related activities. For example, Nan-
dutu et al. [90] reviewed sensor technologies and learning-
based methods for mitigating wildlife-vehicle collisions,
while Ojija et al. [96] focused on human-wildlife conflict
and recent Al-based solutions. More broadly, Alotaibi and
Nassif [4] analyzed the role of Al in environmental mon-
itoring, including water quality, air quality, and weather
analysis. While these surveys are useful for understanding
AT or DL applications in conservation and environmen-
tal domains, they do not analyze criminal actors or the
broader enforcement context of WEC.

Here, we focus on tasks to combat WEC, and we aim
to provide a clearer, more structured perspective by cat-
egorizing DL roles by intervention point: field contexts
within natural ecosystems, record contexts involving his-
torical or administrative data, physical contexts involving
specimens outside natural habitats, and online contexts
involving digital environments and online spaces. This
perspective is useful because each intervention point pro-
duces different types of data and requires different mod-
eling, deployment, and evaluation strategies. For exam-
ple, field-based tasks may involve real-time surveillance,
record-based tasks may assist with future prediction or risk
analysis, physical-specimen tasks may support on-the-spot
species identification given small pieces of species body
parts, and online tasks may help detect illegal trade on
digital platforms. By distinguishing these contexts, this
categorization provides a structured overview of the field

and offers practical guidance for selecting appropriate DL
approaches to combat WEC.
The core contributions of this survey include:

e A Novel Categorization. We propose a new sys-
tematic categorization to classify current DL models
for combating WEC into four intervention points:
field, record, physical, and online contexts. This
categorization provides a clear framework for under-
standing where DL models can be deployed.

e A Comprehensive Review. We conduct an ex-
tensive review to curate several state-of-the-art DL
techniques for combating WEC, including recent foun-
dation models, and assess practical applications for
each model.

e Challenges and Future Directions. We identify
the latest key challenges, including in-the-wild imple-
mentation challenges, and discuss future directions

relevant to this topic, including the rise of agentic
AL

2. Preliminaries

In this section, we describe several related terms, def-
initions, and contexts used throughout this paper to pro-
vide a high-level understanding of the covered topics. First,
we discuss the general definition of DL. Second, we provide
a description of FMs. Third, we explain several related DL
terms, including different learning paradigms and problem
settings.

2.1. Deep Learning

DL is a subset of machine learning that uses multi-
layered artificial neural networks (ANN) to mimic how
the human brain processes and filters information. It can
be used to find complex patterns in large datasets across
various modalities, including images, video, audio, text,
time series, and graph data. DL enables image and object
recognition, speech recognition, classification, clustering,
forecasting, language translation, diagnostic support, and
generative modeling. These systems operate under vari-
ous paradigms, including supervised, unsupervised, self-
supervised, and reinforcement learning, enabling neural
networks to learn effectively from labeled data, unlabelled
data, or interactive rewards.

DL models require training on available data before
deployment for a specific task. Given an input feature
vector z and its corresponding target y, we select a neural
network model fg(+), parameterized by a set of parameters
O, which maps the input to a prediction,

§=fo(x). (1)

To quantify the discrepancy, or to determine how ac-
curate the prediction g is compared to the true target v,
we define a loss function £(-):



U5, y), (2)

which assigns a scalar error value to each prediction. Train-
ing consists of adjusting the parameters © to minimize the
average loss over the training data.

DL is highly effective for combating WEC because it
can process a diverse range of data, including images, au-
dio, video, time series, and text. Additionally, DL scales
efficiently with massive datasets, enabling the analysis of
“big data” that traditional methods might struggle to pro-
cess. Moreover, it can support real-time or near-real-time
detection and monitoring, enabling wildlife protection ef-
forts to move toward more active, immediate enforcement.

2.2. Foundation Models

FMs, a term coined by Bommasani et al. [14], are a
branch of DL comprising large models pre-trained on large-
scale datasets that serve as an adaptable basis for diverse
downstream tasks [I06]. Built on self-supervised learn-
ing, FMs include subsets such as Large Language Models
(LLMs) for text generation and comprehension. Moreover,
FMs’ broader scope also enables the processing of audio,
images, and video. Because these models are pre-trained
on large datasets, they can be fine-tuned for specific ap-
plications, providing a unique opportunity to deploy them
against WEC.

2.3. Related DL Terms

In this subsection, we explain several other related DL
terms that cover learning paradigms, the learning objec-
tive, training procedure, problem settings, or the amount
of labeled data available, as follows:

e Supervised learning. A learning paradigm where
a model is trained on labeled examples, each input
paired with a known correct answer, enabling the
prediction of outputs for unseen inputs [68]. It covers
both classification tasks and regression tasks.

e Unsupervised learning. A learning paradigm where
a model discovers hidden structure or patterns in un-
labeled data, typically applied to tasks such as clus-
tering and anomaly detection [68].

e Self-supervised learning. A learning paradigm
where a model learns representations from unlabeled
data, such as by ensuring consistent representations
of the same image under different transformations,
allowing the model to learn useful features without
human-annotated labels [2I]. These learned repre-
sentations can then be used for downstream tasks.

e Semi-supervised learning. A learning paradigm
that trains a model using both a small amount of
labeled data and a large amount of unlabeled data,
reducing manual annotation while achieving strong
performance [143].

¢ Reinforcement learning. A learning paradigm
where a model learns a decision-making strategy by
interacting with an environment, receiving numerical
reward signals after each action, and updating its be-
havior to maximize cumulative reward over time [133].

e Transfer learning. A strategy that reuses knowl-
edge learned by a model on one task or domain and
applies it to a different but related task, thus reduc-
ing the need for large amounts of labeled data in the
target domain [93].

e Fine-tuning. A specific type of transfer learning
in which a pre-trained model’s weights serve as a
starting point and are updated using new data to
adapt the model to a target task, requiring less data
and training time [§].

e Zero-shot learning. A problem setting in which a
model recognizes new categories without seeing la-
beled examples during training, instead relying on
descriptions, such as attribute labels [I0I] or natu-
ral language text [103].

e Few-shot learning. A problem setting where a
model must classify new, previously unseen cate-
gories from a very small number of labeled examples
per category, typically ranging from one to five [136].

e Active learning. An iterative strategy in which the
model selects the most informative or most uncertain
unlabeled samples and requests feedback labels from
a human expert to reduce annotation cost [13T].

¢ Prompt-based learning. A paradigm in which a
pre-trained model adapts to new tasks by condition-
ing on task instructions, called prompts, which may
be fixed, hand-crafted text templates (hard prompts)
or learnable vectors optimized during training (soft
prompts), all without retraining the entire model [74].

2.4. Wildlife and Environmental Crime

WEC refers to a range of illegal activities that exploit
or degrade natural resources, including crimes against ani-
mals, plants (and other taxa, e.g., fungi), and the habitats
they live in. These crimes are often driven by financial
gain and lifestyle choices, including consumption habits,
hobbies, status-related preferences, and specific uses such
as pets, drugs, and ornaments.

The negative impacts of WEC extend beyond financial
losses to broader environmental, health, and social conse-
quences. These impacts can create biosecurity threats, es-
pecially when interactions between wildlife, livestock, and
people increase the risk of disease transmission, including
zoonotic diseases that can spread from animals to humans.
Moreover, WEC contributes to the introduction or spread
of invasive species, which may disrupt local ecosystems
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Figure 1: Categorization of DL implementation across different intervention points.

Historically, efforts to address these crimes have relied
on traditional methods, such as border inspections, man-
ual monitoring, and the analysis of descriptive statistics to
inform decision-making. However, DL offers a huge oppor-
tunity to support and scale these efforts. It can help au-
thorities generate data-driven recommendations and pre-
dictive insights, enabling earlier, more targeted interven-
tions before environmental harm escalates.

and further disturb native plants and animals. In addi-
tion, it can lead to animal welfare concerns when wildlife
are injured, stressed, or killed as a result of human-animal
conflict situations. Biodiversity loss is another important
consequence, as WEC can damage habitats, reduce species
populations, and disturb ecological balance. Several WEC
types are described as follows:

o Illegal trafficking: unlawful trade and movement
of wildlife or wildlife products, whether domestic
or international, online or offline, including cross-
border smuggling through concealment, false docu-
mentation, or other illicit methods.

3. Intervention Points

In this paper, we propose a novel categorization of de-
ployment scenarios for DL to combat WEC. As illustrated
in Figure[l] we group the literature by four distinct inter-
vention points:

e Habitat destruction and degradation: unlaw-
ful clearing, burning, draining, logging, and land
conversion that can damage ecosystems and degrade

wildlife habitats. e DL in field context: DL is deployed in natural

ecosystems and field settings.
e Poaching and illegal harvesting: unauthorized

taking, killing, capturing, or collecting of protected
wildlife or related resources beyond legal limits or
without permission.

e DL in records context: DL is deployed to analyze
historical or record data.

e DL in physical context: DL is applied to speci-
mens, such as in laboratories, markets, and enforce-
ment facilities.

e Overexploitation: unsustainable use of wildlife re-
sources leading to population declines over time.

e Biosecurity offenses: breaches of laws intended to
prevent the spread of invasive species or pathogens
through wildlife, animals, plants, or related prod-
ucts. Categorizing DL deployment by intervention points clar-

ifies where each DL method fits, thereby defining the data,

constraints, and application targets for combating WEC.

Moreover, it enables cleaner comparisons across studies,

helping identify practical gaps and opportunities for real-

world deployment. For each context, we describe how DL

contributes and review DL models within that context.

e DL in online context: DL is used to monitor on-
line platforms where wildlife products are traded.

e Illegal dumping and pollution: unlawful disposal
of waste or release of pollutants that harm wildlife
or habitats.

e Natural resource theft: illegal extraction of nat-
ural resources linked to wildlife or habitats, such as
timber, fish, or protected biota, without lawful au-
thority.
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Scope and selection. In this paper, we discussed 41 works
related to DL for combating WEC. The candidate papers
were selected through searches in Google Scholar, IEEE
Xplore, ACM Digital Library, ScienceDirect, Springer Na-
ture Link, and arXiv. We used search terms combining DL
methods such as deep learning, Convolutional Neural Net-
work (CNN), transformer, foundation model, LLM, vision-
language model and other related DL terms in Section
with WEC terms such as seizure, wildlife crime, environ-
mental crime and other related WEC terms in Section 2.4]
for review, and organized into the four presented catego-
rizations. We prioritized reputable sources, such as Q1
journals or CORE-ranked conferences, while also consid-
ering lower-ranked sources or high-quality preprints when
they were directly relevant to the topic of DL for com-
bating WEC. We excluded studies focused only on general
conservation, ecology, or species monitoring when they did
not explicitly or implicitly connect to illegal activity, en-
forcement, or crime actors. We also excluded some WEC-
related works where no DL components were implemented.

3.1. DL in Field Context

In a field context, DL deployments are implemented in-
side natural ecosystems, including terrestrial and aquatic
environments. DL supports data collection and monitor-
ing for various decision-making needs. For example, DL
models can process high-volume, heterogeneous field data,
such as images, videos, audio, and time-series signals, to
perform prediction tasks that support species monitoring
in real-time or near-real-time settings. The general DL
pipeline for combating WEC in the field context is shown
in Figure

This section reviews existing DL approaches for the
field context, including those based on fixed sensing and
mobile sensing, as summarized in Table

3.1.1. Fized Observations

Fixed observation refers to the collection of field data at
known, stationary locations, either via deployed sensors or
digitized observations from fixed monitoring points. Ex-
amples include camera traps, passive acoustic recorders,
fixed surveillance cameras, and ranger observation posts.
These observation points can capture or generate large vol-
umes of data, making labeling, reviewing, and interpreting
the outputs major bottlenecks for humans. DL can help
automate this process for tasks such as object detection,
classification, counting, and event recognition.

Camera Traps. Camera traps are now essential for eco-
logical monitoring because they enable cost-effective and
non-invasive observation of wildlife in their natural habi-
tats. They are widely used for wildlife surveillance, and
earlier work has focused on supporting species conserva-
tion rather than identifying the actors involved in illegal
wildlife crime [128], [94] 18].

However, recent studies show how DL can process camera-

trap data to help combat illegal activities that threaten
biodiversity. For example, Fergus et al. [40] proposed a
framework using camera traps to support a management
and reward system in which each animal is assigned a dig-
ital twin. When an animal was detected, funds were re-
leased to local wildlife guardians, creating an interspecies
payment structure that incentivizes protection against il-
legal activities. Detection was performed with a Faster



Table 1: DL Techniques for Combating Wildlife Crime in Field Context

Models DL Techniques Learning Settings Applications Data
Fergus et al. [40] Faster R-CNN (ResNet-101) Supervised Species detection Images via camera traps
Mitterwallner et al. MegaDetector v4.1 Supervised Human & wildlife detec- Images via camera traps
tion
Madhasu and Pande CCGAN + YOLO-CNAS Supervised Poacher & wildlife detec- Night-time camera-trap
I8T] tion images
Katsis et al. [59] CNN (ResNet-18) Supervised Gunshot detection Audio via PAM
Vu et al. [130] CNN  (AlexNet, VGG-16, Supervised Gunshot detection Audio via PAM
ResNet-18)
Karthikeyan et al. [58] CNN Supervised Chainsaw detection Audio via PAM
Andreadis et al. [6] CNN Supervised Chainsaw detection Audio via IoT sensors
Stefanakis et al. [115] LSTM-based DNN Supervised Chainsaw detection Audio via PAM
SPOT [15] Faster R-CNN (VGG-16) Supervised Poacher detection Thermal infrared UAV im-
ages
ALSS-YOLO [49] Modified YOLOvVS8-n Supervised Poacher & wildlife detec- Thermal infrared UAV im-
tion ages
Ramadan et al. [104] CNN (TinyML) Supervised Illegal logging detection Audio via IoT sensors
RegCD-Net [142] CNN (ResNet-18) Supervised Illegal dumping detection SUAV bi-temporal images
MultiSense CNN (EfficientNet) + MLP +  Supervised + prompt- Illegal dumpsite detection Street-view  images  +
DumpSpotter [146] LLM (GPT-40) based geospatial /demographic
metadata
Chen et al. [25] YOLOv4 + NAS-FPN Supervised Illegal dumping detection SUAV low-altitude images
Balaniuk et al. [10] FCN + CNN Supervised Illegal mining detection Satellite imagery (Sen-
tinel)
Lv et al. [80] Autoencoder + Isolation For-  Unsupervised Anomalous vessel detec-  AIS vessel trajectory data
est tion
Paolo et al. [98] Faster R-CNN Supervised Dark / IUU fishing vessel ~SAR imagery (Sentinel)
detection
Acharya et al. [I] Faster R-CNN (ResNet-50) Supervised Bird-scaring line detection =~ EM video from fishing ves-
sels
DeDOL [134] DQN (Double DQN, Dueling)  Reinforcement Patrol optimisation Simulated grid-world data

(real-time in-field informa-
tion)

R-CNN model. They deployed 27 3G/4G camera traps
across 400 km? in a South African reserve for 10 months,
achieving an F1 score of 90.33% when identifying 12 ani-
mal species. Mitterwallner et al. [83] assessed the MegaDe-
tector object-detection model for automated monitoring of
people and wildlife in recreation areas. The model identi-
fied 19 wildlife species, human outdoor activities, and vehi-
cles, and exhibited strong temporal accuracy for both dur-
ing daytime and at night. Although that case study does
not directly address illegal actors, the evaluation frame-
work can still support authorities in analyzing patterns in
both wildlife and human activity. More recently, Madhasu
and Pande [81] introduced a nighttime wildlife surveillance
approach that uses DL to detect animals. Although the
system is designed primarily for detection, the authors
claimed it could also help authorities identify smugglers or
human intruders in forested regions. Their system first col-
orized night images with a customized Conditional GAN
(CCGAN), then applied YOLO-CNAS for detection and
multi-class classification. The approach delivered robust
performance on nocturnal image-recognition tasks, achiev-
ing an F1 score of 95.17%.

Acoustic Monitoring. An acoustic monitoring system, usu-
ally called Passive acoustic monitoring (PAM), uses au-
tonomous recording units to continuously capture sounds,
producing vast amounts of audio data that require auto-
mated processing for practical analysis. DL approaches
can process audio directly or through visual representa-

tions such as spectrograms to perform diverse bioacous-
tics classification tasks [16, 109]. DL is widely used to
model PAM data and has supported conservation efforts
such as monitoring species occurrences [54} [144]. Beyond
conservation, recent work has also applied DL to PAM to
combat wildlife crime, including illegal hunting and log-
ging [130, [58].

Katsis et al. [59] used a type of CNN [71], specifically
ResNet-18 [50], to classify gunshots from audio spectro-
grams and return candidate clips for human review. Their
system targeted high recall to avoid missing rare gun-
shot events, achieving 0.95 recall. Another work by Vu
et al. [I30] developed a framework that pairs smartphone-
based PAM with DL to map hunting activities in Chu
Mom Ray National Park, Vietnam. They tested several
CNN architectures, including AlexNet [64], VGG16 [114],
and ResNet-18 [50]. They found that models perform well
within a single site but transfer poorly across regions, high-
lighting the need for methods that better handle cross-
region variability.

PAM data have also been applied to detecting illegal
logging by identifying machinery sounds. CNN-based sys-

tems are common in this area, including work by Karthikeyan

et al. [58] and Andreadis et al. [6]. A different approach
by Stefanakis et al. [II5] focused on chainsaw detection
using a two-stage pipeline. First, a voice-activity detec-
tor extracted candidate segments from long recordings so
the classifier did not need to process continuous audio,



and second, a long short-term memory (LSTM) [145] de-
termined whether each segment had chainsaw activity or
not. Although their study does not explicitly specify the
types of illegal actors, the method directly supports moni-
toring protected forests for unauthorized use of tools, such
as chainsaws.

3.1.2. Mobile Observations

Mobile observation refers to situations in which data
are collected or observed from moving platforms or agents
that travel throughout natural ecosystems rather than re-
maining fixed in a single location. These include unmanned

aerial vehicles (UAVs), satellite observation, vehicle-mounted

systems, and ranger patrols.

UAV-Based Surveillance. UAVs, such as drones equipped
with optical and thermal infrared cameras, can access re-
mote or hazardous habitats and enable real-time monitor-
ing over large areas. DL using UAV data is useful for
conservation, for example, monitoring wildlife and veg-
etation over time without needing humans to manually
inspect images for counting, change detection, or classifi-
cation tasks [95].

DL with UAV data is also used to combat wildlife
crime, including poaching, illegal logging, and illegal dump-
ing. For example, SPOT (Systematic POacher deTec-
tor) [I5] fine-tuned Faster R-CNN [107] (VGG-16 back-
bone [114]) on labeled thermal infrared frames from night
UAYV flights in African national parks to detect poachers
and animals in near real time. Doull et al. [36] compared
manual analysis with Faster R-CNN detection using drone-
mounted thermal infrared (TIR) and RGB cameras. It
also reported that automated analysis processed 1,400 im-
ages in about 2 hours, compared with 35 hours for manual
processing. Another work, called ALSS-YOLO [49], was
a lightweight detector for TIR UAV imagery designed to
handle blur, overlap, low resolution, and noise. This case
study can be used for poacher and wildlife detection and
reported a precision of 0.887 on the BIRDSAT dataset [16].

For illegal logging, Ramadan et al. [104] presented a
UAV-based Internet of Things (IoT) system with a CNN
model for real-time detection of illegal logging by checking
for human presence in the sites and reported better per-
formance than classical ML baselines. For illegal dumping
and waste monitoring, RegCD-Net [142] combined image
registration to ensure that the source and target images
shared the same perspective with change detection to de-
tect where garbage patches had appeared in nature re-
serves using multiple small UAV settings, and it reported
96.74% precision with 20.66M parameters. Chen et al. [25]
used SUAV imagery collected by DJI drones in two nature
reserves in China and applied YOLOv4 [I3] with feature
fusion variants, reporting a precision of 91.34%.

Satellite Remote Sensing. Satellite imagery is widely used
to monitor environmental and forest-cover changes across

specific regions. It plays a crucial role in detecting environ-
mental degradation and supporting conservation efforts in
wildlife habitats [33]. Remote sensing also enables data-
driven assessments of activities linked to WEC, such as
illegal logging, habitat destruction, and poaching [45] [89].
Recent advances in DL have further improved accuracy
and enabled near-real-time change detection compared to
traditional algorithms.

Using satellite imagery, Balaniuk et al. [10] developed
a low-cost and scalable DL pipeline to detect mines as-
sociated with illegal mining activities. Their approach
adapts fully convolutional networks based on CNN archi-
tectures [71] for environmental impact classification, help-
ing to identify hazardous or unauthorized mining opera-
tions around 263 mines that lack official concessions. Fur-
thermore, Hojnik et al. [53] proposed a predictive mod-
eling framework to generate illegal dumping risk maps
in Maribor (Slovenia), demonstrating how remote sens-
ing can support active environmental management. Paolo
et al. [98] proposed a dataset and benchmark for detect-
ing “dark” (non-broadcasted) fishing vessels, which can
be associated with illegal fishing activities. It comprises
nearly 1,000 analysis-ready satellite SAR (Synthetic Aper-
ture Radar) images from the Sentinel-1 mission, each aver-
aging 29,400-by-24,400 pixels. The paper provides a Faster
R-CNN reference model to demonstrate the benchmark
tasks on the dataset. Lv et al. [80] aimed to detect ships
with anomalous Automatic Identification System (AIS)
identities, where a vessel’s trajectory behavior is incon-
sistent with its reported identity, which may indicate ille-
gal fishing or smuggling activities. The method used an
unsupervised autoencoder to learn implicit trajectory fea-
tures from AIS data. Its proposed encoder, KACAN, com-
bines convolutional components [71], attention [127], and
a Kolmogorov-Arnold network (KAN) [78] components for
representation learning. These learned features were con-
catenated with explicit rule-based trajectory features, such
as speed statistics, acceleration, and heading changes, and
a multidimensional isolation forest was then applied to de-
tect anomalous ship identities.

Vehicle-mounted. Vehicle-mounted sensing refers to sen-
sors deployed on moving vehicles, including land-based ve-
hicles and sea-based platforms such as fishing vessels. This
sensing source can provide useful data for DL systems to
automate specific tasks for combating WEC.

Several works have been proposed around this inter-
vention point. For example, Acharya et al. [I] proposed an
Electronic Monitoring (EM) AI/ML workflow to automat-
ically detect bird-scaring line (BSL) deployment on tuna
longline vessels. Their method used a Faster R-CNN [107]
object detector with a ResNet-50 [50] backbone, and they
reported a detection precision of 0.87. This is important
for compliance auditing because it can reduce manual EM
video review and help authorities monitor whether bycatch
mitigation measures are being used properly, which is crit-
ical for reducing the risk of seabird bycatch.



This vehicle-mounted sensing area has strong poten-
tial, but work directly targeting WEC is still limited. An-
other relevant study, although not directly implemented
in natural habitats or designed specifically for WEC, is
by Wu et al. [I38], which introduced RoLID-11K, a large
dashcam-based roadside-litter detection dataset. Roadside
litter detection is closely aligned with illegal dumping de-
tection from a waste-monitoring standpoint. In that study,
the authors evaluated a wide range of deep-learning detec-
tors, including transformer-based models (CO-DETR [151],
DINO [21], RT-DETR [147], DiffusionDet [23], DEIMv2 [53])
and CNN models (YOLOvS through YOLOv12) [125]. An-
other work, MultiSense DumpSpotter [146], tried to detect
illegal dumping by integrating a multimodal DL architec-
ture with LLMs to identify, classify, and analyze improper
dumpsites. It fused a vision branch based on Efficient-
Net [123] with a custom MLP spatial branch to predict
whether a sampled street-view location contained a poten-
tial dumpsite; sites flagged as positive were then passed to
GPT-4o [56] to judge whether the dumpsite was improper
or uncontrolled. The work also introduced UrbanDump-
Sight, a new dataset of over 4,000 street-view samples with
geospatial and demographic metadata. Their results make
the paper a useful technical reference for designing street-
view or vehicle-mounted sensing pipelines for WEC-related
applications.

Other Mobile Observation. In the case of field observa-
tion, it can also include other real-time evidence as data
for DL to perform prediction or optimization to combat
WEC in real ecosystems. Other real-time information can
include footprints, a real-time indicator of human activity.
Such information can support conservation enforcement in
directly taking measurable actions in the field to prevent
crime, assisted by DL output.

An example of other mobile observations is DeDOL [134].
Wang et al. (2019) modeled anti-poaching patrols as a
Green Security Game with Real-Time Information (GSG-
I), where rangers and poachers move sequentially and may
observe real-time environmental traces, such as footprints,
during patrols. They propose DeDOL, which combines
game-theoretic strategy generation with a deep reinforce-
ment learning model [133] to compute patrol strategies. In
their work, the approach was evaluated in simulated grid-
world anti-poaching environments and aimed to be trans-
ferable to real-time observations in real-world deployment.

3.2. DL in Records Context

The second intervention point is the records context,
where DL is deployed to analyze historical or record data.
Some useful analyses, such as understanding historical data
patterns, help drive predictions of future values. The data
can be sourced from administrative records such as logis-
tics, shipments, or trade records, and from legal records
such as past movement records, forensic, and case files.
In this section, we review existing DL approaches for the
records context as summarised in Table 2l

3.2.1. Administrative Records

WEC traces can be derived from historical data, such
as logistics, shipment records, and trade records, where
previous patterns of trade activities can be learned and
later used to train DL models to identify rare or anoma-
lous observations that may correspond to WEC activities.
However, this is not limited to trade-related data, as ad-
ministrative records can also cover broader areas, such as
revealing poaching risk activities.

Several works cover this context, such as Chen et al.
[26], who proposed a data-driven predict-and-plan frame-
work for anti-poaching in a national nature reserve area
using five years of SMART patrol records (2014-2018).
They trained prediction-based ML and DL models, includ-
ing a neural network with 5 hidden fully connected layers,
bagging decision trees [12], and XGBoost [24], and an av-
eraging ensemble. Then, it optimized multimodal patrol
routes, such as walking and driving, to prioritize areas
with a higher predicted poaching threat. Sanghera et al.
[110] extended the trace-history approach to the maritime
domain using AIS trajectory logs and a semi-supervised
pipeline that combines ML and DL, where HMM (Hidden
Markov Models)-based [86] segmentation and K-means clus-
tering generate labels automatically, and random forest [I08§]
and LSTM [145] models then classify vessel activities with-
out pre-labeled data.

Datta et al. [32] presented a framework for analyz-
ing US import trade data related to potentially suspicious
wood and forest-product shipments, using their unsuper-
vised anomaly-detection models, MEAD [30] and CHAD [31]
to flag anomalous records for further investigation. The
system combined a domain-knowledge module (incorpo-
rating CITES appendices, the IUCN red listEL species-
specific risk information, and expert-curated lists) with un-
supervised anomaly-detection models using autoencoders
with negative-sample generation for training, and NLP-
based keyword extraction within the domain-knowledge
module.

DIFFORACLE [63] was proposed as a patrol-planning
method for green-security settings such as poaching pre-
vention. It trained a conditional diffusion model to gen-
erate possible attacker behavior, such as poaching activ-
ity across connected park regions, given contextual infor-
mation like historical patrol effort and spatial features.
A Graph Convolutional Network (GCN) [61] is used as
the diffusion model’s backbone to model relationships be-
tween neighboring regions. The learned attacker model is
then embedded in a game-theoretic optimization frame-
work [141] to compute patrol strategies.

3.2.2. Legal Records

Similar to administrative records, legal records can also
be useful as input for DL models to understand patterns
from past cases. This aspect can include forensic records,

2https://www.iucnredlist.org/
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Table 2: DL Techniques for Combating Wildlife Crime in Records Context

Models DL Techniques Learning Set- Applications Data
tings
Chen et al. [26] MLP + bagged trees + Supervised Poaching threat pre- SMART patrol records

Sanghera, et al.

[T10]

MEAD/

CHAD [32]
Coughlin et al. [29]

Fu et al. [41]
Xiao and Ye [140]

DIFFO-
RACLE [63)]

XGBoost
HMM + LSTM

Autoencoder
RoBERTa

LLM (DeepSeek-R1)
DBN + CRF

Conditional
model + GCN

diffusion

Semi-supervised
Unsupervised
Fine-tuning
Prompt-based
Supervised

Generative  mod-

elling

diction

Fishing activity detec-
tion

Illegal timber shipment
detection

Trafficking event ex-
traction

Wildlife crime data ex-
traction

Wildlife crime pattern
mining

Anti-poaching patrol
planning

AIS trajectory data
Trade shipping records

EAGLE Network re-
ports
Court verdicts (China)

Court
(China)
historical + synthetic
poaching data

judgments

court files, and other legal documentation, where DL can
assist decision-support systems or help analyze historical
record patterns to support the WEC mitigation of high-
lighting similar future events.

For example, Coughlin et al. [29] developed a natural
language processing (NLP) pipeline to automatically ex-
tract structured wildlife trafficking event data from monthly
briefings published by the EAGLE (Eco Activists for Gov-
ernance and Law Enforcement) Network. The pipeline
used a RoBERTa-base transformer [77] to identify animals,
products, countries, arrest counts, and quantities from un-
structured report text. Fu et al. [41] proposed a framework
to extract structured data from 247 court verdicts about
wildlife crimes involving sea turtles in China (2012-2023)
using the LLM, DeepSeek-R1 [44]. The model extracted
25 data items from each verdict, including seizure loca-
tions, species, quantities, values, and trafficking routes.
The extracted data revealed that 1,236 individual sea tur-
tles and 29,323 products were seized, with most seizures
concentrated in southeastern coastal cities. This applica-
tion specifically targeted illegal smuggling, trade, traffick-
ing, and hunting of sea turtles. Xiao and Ye [140] proposed
a characteristic mining method for wildlife crime based on
judicial big data from China Judgments Online, covering
6,943 criminal judgment documents from 2013 to 2018.
Using NLP-based information extraction techniques, the
study employed a Deep Belief Network (DBN) [52] for spa-
tial information extraction, specifically geographic entity
recognition from text, and a Conditional Random Field
(CRF) combined with rule-based methods for temporal
information extraction. These methods were used to ex-
tract time-related case information and support analysis
of the temporal patterns of wildlife crime in China. The
result showed an F1 score of 87.4% for person information
extraction.

3.8. DL in Physical Context

Physical intervention takes place outside a natural ecosys-

tem. These include ports, airports, border crossings, mar-
kets, laboratories, and forensic facilities. In this context,

DL supports and enhances analysis within established in-
spection or forensic workflows, especially in situations where
manual processing would overwhelm human capacity.

In this section, we group physical context into two
data observations. The first involves physical specimens,
where DL is used for item-level identification. The second
involves laboratory-analyzed specimens, where DL helps
analyze specimen-derived data such as microscopic imag-
ing, isotope data, and DNA /barcoding data for performing
predictions. Several DL models, which are categorized as
physical context interventions, are summarized in Table [3]

3.8.1. Physical Specimens

Physical data sources can be used to train DL for au-
tomatic tasks relevant to combating WEC. Using physical
specimens, such as seized samples, helps authorities find
useful evidence in physical contexts.

For example, Fein et al. [39] presented a pipeline for ex-
tracting and analyzing handwritten markings on seized ele-
phant tusks to uncover connections among ivory trafficking
networks. From 6,085 photographs spanning eight large
seizures (2014-2019), the pipeline used a fine-tuned vision-
language model (VLM) to detect handwriting, followed
by semi-automated labeling using CLIP [103] embeddings
and GPT-4o [56] for character recognition and descrip-
tion. The fine-tuned MM-GROUNDING-DINO [75] ob-
ject detection model achieved 96% recall and 94% preci-
sion for handwriting detection. Another relevant recent
work, Pirotta et al. [100], proposed a DL-based detector
to identify trafficked marine wildlife, specifically shark fins,
seahorses, and sea cucumbers, in airport and mail /traveler
screening contexts using 3D X-ray CT scans. They used
68 physical marine samples to produce 298 original CT
(Computed Tomography) scans, then expanded the train-
ing data using 3D Threat Image Projection (TIP) to train
a detection model based on a 3D CNN with seven con-
volutional layers, each followed by ReLU activation and
max-pooling. The model achieved high detection rates for
shark fins, seahorses, and sea cucumbers, 95%, 96%, and



Table 3: DL Techniques for Combating Wildlife Crime in Physical Context

Models DL Techniques Learning Set- Applications Data
tings
Fein et al. [39] MM-DINO, CLIP, GPT- Fine-tuning + Ivory trafficking net- Seized ivory pho-
40 prompt-based work analysis tographs
Pirotta et al. [I00] CNN Supervised Marine wildlife traf- 3D X-ray CT scans
ficking detection of physical samples +
TIP-augmented data
Chen et al. [27] CNN Supervised Wood species identifi- Vis/NIR hyperspectral
cation data
Ergun [37] CNN (ResNet-18, Transfer learning Wood species identifi- Macroscopic wood im-
GoogLeNet, VGG-19) cation ages
Aghasanli et al. [2] 1D CNN Transfer learning Ivory source classifica- Raman  spectroscopy
tion data
Zheng et al. [148] CNN (ResNet-152) Supervised Wood species classifi- Wood microscopic im-
cation ages
Zielinski et al. [I50] CNN (feature extraction)  Transfer learning Wood species identifi- Wood microscopic im-
cation ages
Prasetyo et al. [102] multi-layer  feedforward supervised Shark and ray trade DNA melt-curve signa-
neural network species identification tures
TabDDPM [135] Diffusion Model + Trans- Generative + su- Illegal ivory prove- Stable isotope data of
former pervised nance tracing ivory

86%, respectively, with false alarm rates of 2%, 9%, and
1%.

3.3.2. Laboratory-analysed Specimens

DL can assist with identification or prediction not only
from raw data but also from laboratory-derived data, such
as microscopic data, isotope data, and DNA data.

For example, Chen et al. [27] used CNN alongside sev-
eral machine learning classifiers to deliver non-destructive
species-level identification for trade enforcement, using Vis-
ible/ near-infrared hyperspectral data (383-2386 nm) from
800 Dalbergia wood samples. Similar work on wood identi-
fication from macroscopic images was presented by Ergun
[37], which used transfer learning on pre-trained CNNsg,
including ResNet18 [50], GoogLeNet [122], VGG19 [114],
and others. This paper evaluated multiple transfer learn-
ing architectures for wood species recognition from macro
images and demonstrated strong performance across DL
methods. It did not explicitly name a wildlife crime actor,
but this case study is relevant to controlling illegal timber
trade through improved species identification. Aghasanli
et al. [2] proposed cross-domain transfer learning from in-
organic mineral spectra to biological ivory identification
using Raman spectroscopy data, and the best fine-tuned
model reached about 99.7% accuracy. This work helps
combat illegal ivory trade by distinguishing mammoth ivory,
which may be legal in some jurisdictions, from illegal ele-
phant ivory. Moreover, to reduce the black-box challenges
of DL, Zheng et al. [148] proposed explainable DL for
classifying wood microscopic images of endangered tree
species. The paper used computer vision and DL to iden-
tify 15 CITEEﬂ-listed and look-alike endangered tree species
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from wood microscopic images of cross and tangential sec-
tions. A ResNet152 [50] model was trained on 850 images
to discriminate species from genera, including Dalbergia,
Pterocarpus, Swietenia, Carapa, Cedrela, and Swartzia,
and achieved 99.3% classification accuracy on the 15-species
dataset. The paper explicitly linked this application to il-
legal logging and illegal timber trade. Another relevant
work, similar to the previous one, is Zielinski et al. [I50],
which used transfer learning with CNNs (pretrained on Im-
ageNet) for wood microscopic image data of 77 Congolese
timber species.

Prasetyo et al. [102] used a multi-layer feedforward neu-
ral network to identify shark and ray species, including
CITES-listed species, from DNA melt-curve signatures.
The data came from shark and ray trade samples collected
across Java Island, Indonesia, including fishing ports, tra-
ditional markets, processing plants, export hubs, and in-
spection stations. The work aimed to support portable
species identification for monitoring the shark and ray
trade. The model achieved 79.41% test accuracy on inde-
pendent samples. More recent work used TabDDPM [135]
as a generative DL approach to trace the geographic prove-
nance of illegal ivory using stable isotope analysis. The
study used ivory isotope records from five regions: Asia,
West Africa, Central Africa, East Africa, and Southern
Africa. The pipeline first trained a diffusion model to gen-
erate synthetic isotopic signatures in tabular format, then
trained a Transformer-based provenance classifier on the
augmented data. It improved provenance classification on
real isotope data, with accuracy rising from 87% to 94%
and macro F1 from 80% to 89%.

3.4. DL in Online Context

Online interventions target WEC that is advertised,
coordinated, or facilitated across various online platforms,
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including marketplaces, social media, messaging and closed-
group platforms, and the dark web. DL can support these

efforts by automatically identifying relevant wildlife-related
content from both images and text. For example, foun-

dation models such as Vision-Language Models (VLMs)

and Large Language Models (LLMs) can help generate

captions or descriptions from listing images and extract

relevant information from unstructured titles and descrip-

tions [11}, 112]. This process is otherwise slow and expen-

sive to perform manually, especially given the high volume

and speed of online data. The use of foundation models in

the online context is illustrated in Figure [8] Moreover, we

summarize DL methods for this category in Table [4]

"\ Captioning
or pseudo
labeling

Caption: A close-up of a
chameleon perched on a
branch.

VLM

Label: chameleon

Veiled Chameleon for Sale
$49.99 Add to cart

Structured
"\ formating

or pseudo
Text labeling

LLM

Male veiled Chameleon “title": "Veiled Chameleon",

"scientific_name":
"Chamaeleo calyptratus”,

"price": 49.99,

"category_label": "Reptile”

Unstructured

Healthy adult male veiled
chameleon available. Active, eating
well, and in good condition. Ideal
for someone with basic reptile
experience. )

Figure 3: Foundation models assist with data extraction of illicit
online marketplace activity.

3.4.1. Surface Web

The surface web consists of publicly accessible con-
tent indexed by search engines, including e-commerce sites,
classified advertising platforms, and social media. DL
pipelines in this space may suggest candidate content for
information gathering [I1], perform classification [88], and
extract information for further analysis [112].

Marketplace listings. Marketplace listings enable many peo-
ple to advertise their goods and services online, and the
public can easily access these listings. This also creates
space for illegal actors, such as wildlife traffickers, who
might sell wildlife or wildlife products to targeted buy-
ers [112]. These marketplace listings contain substantial
information that can help authorities tackle illegal trade
across platforms.

Monitoring marketplace listings requires a sophisticated
pipeline to gather information from text, images, or videos
to identify potential instances of illegal trafficking. This
opens opportunities for DL to automate the extraction of
useful indicators and detect suspicious listings. Several
works have explored this.

LTS (Learning to Sample) [I1] was a cost-aware label-
ing strategy that uses LLM inference to generate pseudo-
labels, then trains cheaper specialized classifiers to spot
illegal trafficking. It used foundation LLMs to assist with

data extraction from text, especially GPT [56] or LLaMA [43]

variants, to produce pseudo-labels indicating whether an
ad is relevant. They also developed a CLIP [103]-based
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classifier to process multimodal ad images and text de-
scriptions, passing them through a multi-layer perceptron
to generate a final classification of animal versus non-animal
products. The classifier reported an F1 score of up to
95%. Cardoso et al. [I9] evaluated whether a transfer
learning technique on deep vision models can identify on-
line images associated with pangolin trafficking, includ-
ing whole animals and traded parts. Their results showed
strong performance across classification and detection set-
tings, identifying over 90% of potential pangolin-trade in-
stances. Furthermore, Sharma et al. [I12] proposed a mod-
ular foundation-model-based vision-language pipeline us-
ing BLIP-2 [69] plus LLMs such as LLaMA [43] and FLAN-
T5 [28] to analyze online advertisements for wildlife prod-
ucts and generate descriptions that include product type,
species, and their status on the IUCN red list and CITES
appendices. It targeted online sellers advertising wildlife-
derived products and was designed as descriptive triage
support for large-scale monitoring efforts. Finally, Kulka-
rni and Di Minin [65] incorporated vision models to de-
tect online wildlife-trade content not only on online mar-
ketplaces but also on social media. It aimed to classify
whether an image showed a live exotic animal in a cap-
tive or sale setting versus the same species in a wild or
natural setting. Positive images were scraped from an
exotic-animal trading website, while negative images of
the same species in natural settings were collected from
iNaturalist El The developed models were tested using out-
of-distribution images from Flickr, a community platform.
They trained 24 CNN-based models across five architec-
tures, including AlexNet [64], ResNet [50], and VGG [114].

Social media posts. Social media posts are also a good
source for identifying illegal activities related to WEC. So-
cial media platforms are accessible to the general public,
and illicit activities, including wildlife trade, can also occur
on these sites. The nature of social data, which continu-
ously grows over time, makes it very difficult for humans
to monitor manually. A smarter system is needed to de-
tect and locate specific anomalous posts on social media
that may be linked to WEC.

Several works have proposed using social media data to
support mitigation efforts against WEC. For example, Mo-
meny et al. [85] introduced a multimodal detection work-
flow that combined NLP models and deep CNNs such as
DarkNet53 [105], InceptionResNetV2 [121], and Efficient-
NetV2 [123], followed by fusion to classify wildlife-trade-
related YouTube posts. Their pipeline reportedly iden-
tified wildlife-trade-related content in 3,715 posts. Mou
et al. [88] developed multimodal fusion approaches, such as
BERT [34] plus ResNet [50] and BERT [34] plus ViT [33],
to detect and recognize promotional behaviors related to
the sale of wildlife products on online social networks, with
a focus on ivory-product traders.

“https:/ /www.inaturalist.org/



Table 4: DL Techniques for Combating Wildlife Crime in Online Context

Models DL Techniques Learning Set- Applications Data
tings
LTS [11] BERT, CLIP, GPT-4 Supervised (active Wildlife trafficking ad Marketplace ads
learning) detection (eBay)
Cardoso et al. [19] CNN (VGG-16, Efficient- Transfer learning Pangolin  trafficking Online images (iNatu-
Net, DenseNet) + Faster detection ralist, Flickr)

R-CNN

Sharma et al. [I12] VLM (BLIP-2) + LLM

Zero-shot

/  few- Wildlife product classi- Marketplace ads (text

(LLaMA 3.1, FLAN-T5)  shot + fine-tuning fication + images)

Kulkarni and CNN (24 CNN-based Supervised (trans- Online exotic-pet trade Exotic-pet market-

Di Minin [65] models, including fer learning + from detection place ads, iNaturalist,
AlexNet, ResNet, and scratch) and Flickr images
VGG)

Momeny et al. [85] CNN (DarkNet-53, Incep-  Supervised Wildlife trade detec- YouTube video frames
tionResNetV2, Efficient- tion + text
NetV2) + MPNet

Mou et al. [88] BERT, RoBERTa, Supervised Ivory trade post detec- Twitter/X posts (text

ResNet-50, ViT

tion -+ images)

Recent works follow the current trend of extracting
structured data from unstructured content on online plat-
forms using LLMs [149]. A common workflow involves
three steps: (1) define the unstructured input text x and
a textual prompt p for the LLM, (2) generate output to-
kens £, and (3) parse these tokens into readable structured
content output ¢, often in a standardized format such as
JSON, as illustrated below:

Prompted Input: u = (p,x),
trr = ¢rm(u),

ZQ = Parse(tAl:T),

Token Generation:

Structured Output:

where w is the fusion of the prompt p and unstructured text
input x, ¢rm is a pretrained LLM to generate token ¢, T
represents the maximum length of generated tokens and
Parse(-) is a parsing function converting tokens to readable
text.

3.4.2. Hidden Platforms

Research on hidden platforms generally focuses on de-
tecting illegal traffickers or sellers who endanger biodi-
versity or endangered species. Hidden platforms include
the deep web, where content is behind permission barriers
(e.g., private messaging and closed groups), and the dark
web, where hidden services are accessible via anonymous
networks. Only a small number of studies have explored
AT techniques to combat wildlife crime in these contexts.

Evidence from online wildlife-trade monitoring also shows

that activity can shift from public posts to direct messag-
ing channels, making detection harder once first contact
is established [92]. Access in private or restricted envi-
ronments typically requires authentication and permission
to enter groups or conversations before useful data can
be collected for DL-based prediction or analysis. It also
raises ethical concerns because it requires hiding our true
identity by bypassing traditional frameworks for informed
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consent and individual privacy [79], but the justification
for doing so may outweigh the risk of illegal trade.

For the dark web, access is also difficult and usually
begins with information gathering, such as scraping and
search-based crawling of hidden structures. Importantly,
current studies on dark-web wildlife monitoring have pri-
marily relied on keyword-based analysis rather than on
DL. Harrison et al. [47] found only one potential wildlife-
related case in archived dark-web market data, while String-
ham et al. [117] identified 3,332 wildlife-related ads from
about 2 million ads, with most linked to recreational drug
use.

Thus, DL contributions in this context are likely sim-
ilar to those on open platforms, except for the process
of gathering the raw data. After data collection, useful
steps include extracting relevant content and converting
unstructured posts into structured datasets, such as by la-
beling each post [11] for statistical analysis or proactive
DL-based detection.

4. Applications

Section [3| reviewed DL approaches organized by where
they are deployed: field, record, physical, and online con-
texts. In this section, we shift perspective and analyze
what computational tasks DL can perform to combat WEC
across these contexts. For the majority of use cases, the
typical implementation of DL requires the following life
cycle:

e Problem definition: Clearly describe the scope
of the problem, including the data type, preferred
output type, performance metrics, and any technical
specifications required for effective implementation.

e Data preparation: Gather available datasets and
appropriately augment and pre-process the data (in-
cluding labeling for supervised tasks).



e Model selection: Choose the most appropriate
model (pre-trained foundation model, or purpose-
built model) for the task by considering data modal-
ity, speed, and available computational resources.

e Training: Train and fine-tune the model parame-
ters, iteratively refining the model by evaluating its
performance.

e Deployment: Integrate the model into the in-
tended environment and monitor its performance to
assess its effectiveness and failure modes.

Further details can be provided by considering four
general applications for combating WEC:

e Perception: Extract structural information, such
as classification ID or detected object, from data.

e Pattern Analysis: Extract patterns and relation-

ships from data.

e Forecasting: Predict and anticipate future states
based on past and current data.

e Decision Support: Prioritize and optimize real-
world operational actions.

The following subsections describe these application fam-
ilies in more detail.

104/12/2022 17:12:35

Figure 4: A conceptual illustration of DL for automatic species iden-
tification, where input wildlife images via camera-traps are processed
by a DL model to predict species labels. Image courtesy of Jacob
Maher, co-author of this paper, licensed under CC BY 4.0l
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4.1. Perception

Perception tasks involve extracting structured infor-
mation, including identification, detection, and tracking
of objects across a wide range of data types. Identifica-
tion tasks typically seek to assign a label to an input, i.e.,
assigning a species name to an animal in a photo, as il-
lustrated in Figure @] Therefore, labeled datasets are of-
ten required to train the model to accurately distinguish
among different classes, making many identification prob-
lems a supervised learning paradigm. Supervised classifi-
cation tasks in DL often follow the general idea of repre-
sentation learning and use a classification head to map the
learned latent representation to categorical labels [106], as
follows:

Representation Learning: =

for(z:),

7(24),

(6)
(7)

where a DL encoder fpr,(-) maps the input z; to its latent
representation z;, which is then mapped to the categorical
output label ¢; using a classification head 7(-).

Many existing foundation models achieve high accu-
racy in general-purpose identification tasks, which can later
be adapted to more specific tasks [14] such as wildlife or
environmental conservation. Detection and tracking prob-
lems, by contrast, focus on either one-time or continuous
detection of objects within a dataset. As with identifi-
cation tasks, various foundation models are designed to
perform object detection and tracking [55, 8], which can
be useful for combating WEC.

In the context of WEC, many problems related to iden-
tification and detection can be assisted by DL. Species
classification is an application used to assign a taxonomic
label or a higher-level category, such as genus or family, to
an observation. This is commonly used to accelerate pro-
cessing of acoustic data, camera-trap imagery, and other
field-collected media, where manual labeling is often the
primary bottleneck [94]. Recent methods using DL archi-
tectures have shown promise in discriminating look-alike
species involved in wildlife trade. Liu et al. [76] used a
CNN architecture, specifically ResNet with an attention
mechanism, to differentiate CITES-listed tree species from
their look-alikes. Su et al. [T18] similarly demonstrated the
effectiveness of using CNNs to discriminate the bird calls
of 15 morphologically similar white-eye (Zosterops) species
traded in wildlife markets. Techniques developed for field-
based species identification can also assist in recognizing
threatened species in online contexts, such as digital mar-
ketplaces. This allows the automatic detection of listings
for particular species to alert authorities or experts to the
illicit wildlife trade. The use of DL for detecting threat-
ened species, such as pangolins, from images has shown
strong promise for the automatic species identification on
online platforms [I9].

Object detection aims to localize instances of interest,
such as animals or plants, and is often the first step in

Zi

i =

Classification:
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performing useful analytics. In wildlife-crime protection,
detection is especially useful for filtering data, such as re-
moving the large fraction of irrelevant parts in camera-trap
footage and prioritizing frames containing objects of inter-
est, such as animals, humans, or vehicles in protected ar-
eas, and supporting the ability to automate species count-
ing [I13]. Moreover, it is also useful for tracking, which
refers to the continuous observation of animal and hu-
man activity over time to detect useful patterns, and of-
ten involves event detection as they occur via visual sensor
streams such as cameras [9)].

Despite the broad range of applications for perception
tasks, these systems still rely heavily on labeled datasets.
Foundation models offer useful opportunities as pretrained
starting points, including YOLO variants [125], vision-
language models such as CLIP [1I03] and BLIP-2 [69], and
language models such as LLaMA [43] and BERT [34].
These models can then be adapted to support more spe-
cific perception tasks through transfer learning.

4.2. Pattern Analysis

Combating WEC often relies not just on identifying or
tracking objects in data, but also on inferring informative
patterns from it. Pattern analysis spans a wide range of
problems, including anomaly detection, data mining, and
causal discovery. Depending on the specific problem, these
tasks may facilitate identifying structures that are not vis-
ible in any single sample by aggregating evidence across
multiple observations.

Given the large volumes of data in wildlife and environ-
mental contexts, there are many practical applications of
pattern analysis to assist in understanding WEC. Anomaly
detection aims to find rare or suspicious events that devi-
ate from normal patterns by analyzing observations. In
a WEC setting, anomalies might include unexpected hu-
man or vehicle presence in restricted zones, uncommon
patterns of animal counts in object detection, or atypi-
cal changes in imagery. DL-based anomaly detection is
often formulated using representation learning and then
flagging outliers [106]. Recently, DL has been success-
fully used to detect anomalies in shipment data, alerting
enforcement agencies to shipments that potentially carry
harvested wood illegally [32].

Data mining refers to the process of analyzing very
large datasets to identify patterns, relationships, or un-
derlying structures that may not be immediately visible.
In the context of wildlife crime, it can help reveal large-
scale features within complex data and support a better
understanding of wildlife offending and trade. By uncov-
ering meaningful “portraits” from large data sources, data
mining can provide decision-makers with useful informa-
tion about wildlife and environmental crime (WEC). For
example, in illegal wildlife trade cases, it may help identify
links between sellers and buyers, recurring locations, com-
monly traded species, and pricing patterns. These insights
can support efforts to prevent and deter future crime [140].
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Inferring relationships in datasets by detecting signifi-
cant causal relationships or correlations can help in under-
standing WEC activities and, therefore, their prevention.
The correlation of search queries with illegal trade dynam-
ics presents methods for WEC monitoring using search
trends as a real-time proxy of demand [9I]. Similarly, us-
ing Bayesian logistic regression, the smuggling of reptiles
into Australia was shown to be predicted by the legal pet
trade in the United States [116]. With the increased capa-
bilities of data extraction and data mining, DL may offer
more structured representations of WEC datasets and ad-
ditional techniques for extracting causal and correlational
relations beyond traditional statistical approaches by op-
timizing objective functions to capture larger structures or
patterns in data collections.

4.3. Forecasting

Forecasting tasks predict future states based on histor-
ical and current data, producing anticipatory intelligence
that enables proactive strategies to anticipate WEC ac-
tivities. Particular practices that could benefit from DL-
assisted forecasting include hotspot prediction, trade trend
forecasting, and spatiotemporal projections of species and
habitat distributions.

Hotspot prediction is the process of projecting specific
locations where illegal activity is more likely to occur, pro-
ducing spatial risk information to guide surveillance and
enforcement teams [46]. These models typically combine
historical incident data to predict future events, which may
help the interception of WEC. For example, the predic-
tion of poaching hotspots using neural networks improved
when domain experts provided additional qualitative infor-
mation on poaching activity patterns [46]. Working with
domain experts enables the development of methods that
leverage domain knowledge and historical data, yielding
interpretable, data-efficient approaches.

The high predictive power of DL methods has been
demonstrated by their ability to forecast financial trends
accurately [7]. Using search trend data as predictor vari-
ables, DL approaches to short-term forecasting of lumber
prices showed improved accuracy over traditional meth-
ods [51].

DL methods for spatiotemporal forecasting have been
applied to broader ecological and conservation research to
forecast species distributions and habitats. The utility
of a range of machine learning methods, including CNNs
and Random Forests, demonstrates that they often outper-
form traditional methods in predicting species distribution
when sufficient data is available [60]. CNNs and Random
Forests have also proved their efficacy in spatiotemporal
problems by successfully predicting habitat suitability for
seabird breeding [42]. These approaches, while critical for
conservation efforts, may also help combat WEC by antic-
ipating the dynamics of at-risk endangered species distri-
butions.

Forecasting models follow a general idea across several
processes: first, (1) defining the size of the series through



window construction, (2) the DL model then performs rep-
resentation learning to map the input series to a latent
representation, and finally (3) a prediction is made for a
defined step ahead, as follows:

Window Construction: W = [Tp_p1,-- -, Tt

(8)
(9)
(10)

Representation Learning: he = for(we),

Forecasting: ZTern = T(he),

where x; represents an individual value (or vector of val-
ues) in time tick ¢, L is the window length, w; is a time
series input, fpr(-) maps the time series input w; into
its latent representation h;, then the prediction head 7(-)
maps the latent representation into predicted value &y g,
with H representing how many steps ahead to predict.
Unlike perception tasks that involve species identifi-
cation, forecasting tasks remain underexplored for com-
bating WEC. This creates a promising direction for fu-
ture development because forecasting has been extensively
studied in other domains, such as demand forecasting in
e-commerce [7] to ecological forecasting [67]. Adapting
these methods for WEC data, such as patrol logs, seizure
databases, and historical export-import databases such as
CITES, could offer improvement to traditional approaches.

4.4. Decision Support

Decision support tasks focus on translating analytical
outputs into real-world actions under uncertainty, such
as allocating limited patrol resources or prioritizing en-
forcement targets. Unlike other applications, decision sup-
port assists in deciding what to do next given operational
constraints, competing priorities, and limited resources.
While incorporating DL methods in decision-making tasks
may offer improvements to efficiency and outcomes, it is
critical that interpretability and understanding are prior-
itized and, therefore, that the DL component acts only
in a supporting role. For high-stakes decisions involving
criminal justice or animal welfare, it is imperative that
DL does not substitute human-based decision-making and
only provides supporting evidence or guidance for further
follow-up.

DL-based decision support for WEC is most commonly
implemented in field patrol optimization [134], [26]. The
DeDOL algorithm [134] combines game-theoretic reason-
ing with deep reinforcement learning (DRL) to optimize
patrol strategies that respond to real-world observations,
such as footprints. Furthermore, Chen et al. [26] imple-
mented a predict-and-plan framework that uses DL-based
threat predictions to optimize multimodal patrol routes.

In the online context, DL helps narrow an enormous
search space to prioritize information for expert verifi-
cation and follow-up. These techniques can expand the
breadth and robustness of data scraping and may signif-
icantly speed up data analysis in the context of wildlife
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crime by enabling analysts to focus on high-risk trades
under constraints of limited capacity to process them man-
ually [11 112].

5. Challenges

In this section, we discuss several challenges and open
issues in improving the quality of DL models as an attempt
to combat WEC, as summarized in the following points:

Domain Shift and Evolving Threats. A DL model trained
under one set of conditions often fails when deployed in
a different environment, a phenomenon known as domain
shift or distribution shift [72]. For example, an acoustic
classifier may perform well during controlled tests but de-
grade in real forests due to differences in background noise,
sensor placement, and other contextual factors. Similarly,
a camera-trap model trained in one habitat may struggle
in another with different lighting, vegetation, and camera
angles. The gap between training and deployment condi-
tions is often identified only after a model is deployed in
the field. Criminal tactics also evolve over time. Poachers
adjust routes when patrol patterns shift, and online traf-
fickers employ diverse strategies, platform accounts, and
languages across social media, marketplaces, and other on-
line platforms, all of which are considered evolving threats.
A DL model trained on last year’s patterns may fail to de-
tect this year’s threats.

Edge Deployment Under Field Constraints. WEC moni-
toring is sometimes deployed in settings with limited in-
frastructure, such as solar-powered camera traps and acous-
tic sensors in remote national parks, or portable screening
devices at under-resourced border checkpoints. These set-
tings impose limits on compute, memory, power, and con-
nectivity that most DL architectures are not designed for.
Running heavy models on low-power computing devices
with unstable internet or satellite uplinks presents funda-
mentally different challenges from running them on high-
performance computing resources. This condition, due to
resource constraints, hinders the performance of DL mod-
els [73]. Model compression, effective inference schedul-
ing, and mitigating failures such as overheating and bat-
tery drain can improve the quality of DL-based automatic
monitoring.

Explainability for Enforcement. When a DL system flags
suspicious activities such as an illegal shipment or iden-
tifies a poaching hotspot, the output needs to be action-
able within enforcement and legal frameworks. A prose-
cutor cannot solely present a black-box confidence score
or prediction results without explainable reasoning. This
black-box nature of DL generally challenges the explain-
ability [48]. For example, when a model detects chainsaw
noise, it is not sufficient to output a confidence score alone.
The system should also explain why the input was classi-
fied as a chainsaw event and provide an auditable trace



that can serve as court evidence. Building systems that
satisfy both technical performance and evidentiary stan-
dards remains an unsolved integration challenge.

Fusing Heterogeneous Data. A single wildlife trafficking
case can leave traces, including seizure records, social me-
dia posts (including videos), marketplace listings in both
text and image formats, satellite imagery, and network
data showing import and export patterns. These signals
can provide a richer picture than relying on a single modal-
ity [120]. Aligning and jointly reasoning over these hetero-
geneous data sources using DL remains a difficult open
problem, especially when data fusion requires combining
field-sensor and online data.

Rare-Event Problems. Illegal activities such as poaching
incidents, illegal logging events, and trafficking seizures
are rare compared to the volume of normal observations
that monitoring systems collect regularly. This situation
is, in technical terms, referred to as data imbalance [22].
Camera traps may record thousands of animals, acoustic
monitors may process hours of environmental sound, satel-
lite revisits may yield mostly unchanged scenes, and on-
line scrapers may collect millions of listings. However, the
number of illegal activities is very small. If the DL model
uses supervised learning techniques, it may struggle with
class imbalance. In addition, manually labeled data often
requires a trained ecologist or someone with strong domain
knowledge, making large-scale labeled datasets expensive
and slow to build.

6. Future Directions

As we discussed the open issues in the earlier section, in
this section, we explain broad future research directions to
suggest a project area for researchers and practitioners for
improving current DL models across different intervention
points, as discussed in the following points:

Continual Learning. New data accumulate continuously,
and their distribution may shift as criminal behaviors and
environmental conditions change. Similarly, new tasks
may emerge that the old trained model cannot handle. For
example, in species identification, suppose one uses super-
vised learning with a multi-class objective; in the future, it
may need to incorporate new types of species. Therefore,
current classification models may not detect them, lead-
ing to misclassification. When we fine-tune the model on
new data for new species, it may overwrite prior knowl-
edge, leading to catastrophic forgetting [3]. Retraining
from scratch may not be the best solution, as it requires
access to all historical data and substantial computational
resources. Another interesting direction is to implement a
continual learning strategy that incrementally learns new
examples without forgetting old patterns [38, 137]. This
will help the detection system adapt over time and main-
tain good scalability.
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Foundation Models for WEC-Specific Monitoring. While
foundation models [8], such as large language models, vision-
language models, and audio models, are used to combat
WEC, they remain primarily general-purpose AT systems.
It would be valuable to explore purpose-built foundation
models trained specifically on diverse WEC-related tasks.
Existing models, which were largely trained on data from
well-studied ecosystems and species, could also be expanded
to include a broader range of environments. This includes
marine ecosystems, borderland and transboundary regions,
and online environments in which WEC issues may arise.

Human-in-the-Loop. Future work could explore uncertainty-
aware models that are able to recommend manual checks
when decisions are uncertain. Instead of giving a hard
prediction, the model could provide confidence scores or
request human feedback before finalizing a result. This
approach improves output quality and enables model re-
finement when corrected labels are used for fine-tuning.
This technique is quite similar to the concept of active
learning [I31], in which models are updated over time and
incorporate human input to ensure the quality of the labels
used for updates. The illustration of active learning for the
case of species identification is shown in Figure |5l Such
a workflow strengthens Al-human teaming or human-in-
the-loop [87], ensuring that humans remain in control of
high-risk decisions and that predictions are reviewed ap-
propriately.

Multi-Agent Al for Coordinated Surveillance. With the
rise of agentic Al, there are many opportunities to auto-
mate DL processes, making them more proactive by imple-
menting multiple agents simultaneously, thereby automat-
ing coordination [70]. For example, rather than treating
each sensor as an independent detection pipeline, an acous-
tic monitor can trigger a nearby drone to fly over and
obtain visual confirmation when it detects anomalous ma-
chine sounds. If there is a high chance of illegal activity,
another AT agent could alert a ground patrol and help
re-route and optimize their travel to the hotspot to in-
tercept the actors involved. This requires a combination
of DL algorithms, including vision models, audio models,
deep reinforcement learning, and others. This will be an
interesting future direction for providing more proactive
mitigation of WEC.

Network Analysis. Graph or network data types can be
used to depict the relationships of entities related to WEC.
For example, wildlife trafficking operates through com-
plex networks spanning many regions worldwide. It leaves
traceable network patterns, such as importer—exporter re-
lationships, where specialized DL models designed for net-
work or graph data, such as graph learning methods [139)],
can be applied. Network or graph modeling can help detect
anomalies or illegal activities at the node, edge, or whole-
graph level. This opens new research directions that move
beyond independently structured data, such as images,
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Figure 5: Illustration of active learning pipeline. Labeled data are first used to train an initial DL, model. The trained model then predicts

labels for a large pool of unlabeled data.

High-confidence predictions can be used for pseudo-labeling, while low-confidence samples are

selected for manual annotation. These newly labeled data are then combined to update the model further.

tabular data, or video, and instead incorporate network
data, where graph learning architectures can propagate
information between nodes via a message passing mecha-
nism where it enables nodes in the netork to update their
feature representations by iteratively exchanging and ag-
gregating information with their neighboring nodes to po-
tentially improve performance of related WEC detection
or prediction tasks.

Test-Time Adaptation. As discussed in the open challenge
above regarding domain shift and evolving threats, when
a model deployed in one environment is later used in an-
other, its performance often degrades. The model contin-
ues to produce outputs, but their reliability decreases as
the visual or acoustic conditions change. DL-based test-
time adaptation methods [72], which adjust model param-
eters using only unlabelled data from the new site, offer
a promising solution. This future work aims to develop
more robust DL-based models capable of supporting WEC
detection and adapting effectively under domain shift or
out-of-distribution scenarios.

7. Conclusion

Combating WEC is a complex and challenging task be-
cause it can occur both within and outside natural habi-
tats and involves diverse sources and types of data. De-
spite these challenges, growing progress has been made
through the use of Al particularly DL, leading to the de-
velopment of various frameworks that can support human
efforts to protect wildlife and the environment from crim-
inal actors. This paper provides a broad review of recent

17

advances in DL for combating WEC. We propose a new
categorisation that classifies existing DL models accord-
ing to four intervention points: field, records, physical,
and online contexts. We also discuss broad application
tasks that illustrate DL’s capabilities and highlight sev-
eral remaining challenges and future research directions.
We hope this survey helps shape researchers’ and practi-
tioners’ understanding as they work together to develop
impactful approaches for combating WEC.
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